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1. Introduction

Product Overview

The stand-alone VolP Gateway carries both voice and facsimile over the IP network. It
supports SIP industry standard call control protocol to be compatible with free registration
services or VoIP service providers’ systems. It works in two different modes: UA (User Agent)
or Server. As a standard user agent, it is compatible to all well-known Soft Switches and SIP
proxy servers. While running the optional server software, the gateway can be configured to
establish a private VolP network over the Internet without a 3" party SIP Proxy Server.

There are 3 types of gateways in the same series: 2 ports, 4 ports and 8 ports (voice ports,
FXS and/or FXO). The gateway can be seamlessly integrated to existing network by
connecting to a phone set, PBX, key telephone system, fax machine or PSTN line. With only a
broadband connection such as ADSL bridge/router, Cable Modem or leased line router, it
allows you to gain access to voice and fax services over the IP in order to reduce the cost of
international and long distance calls.

In addition, the in-built 4 ports Ethernet switch supports comprehensive Internet gateway
functions to accommodate other PCs or IP devices to share the same broadband stream. QoS
function allows voice and data traffic to flow through where voice traffic is transmitted in the
highest priority. With TOS bit enabled, it guarantees voice packets to have first priority to pass
through a TOS enabled router.

With the support of DDNS, it makes the gateway reachable by its domain name where the ISP
dynamically assigns the IP address. It helps users to host a web site or mail server in a PPPoE
or DHCP network. By enabling the CDR function & setting up a simple server, administrators
are allowed to log in and view all call records such as call duration, time and date of calls and
latency.

The gateway can be assigned with a fixed IP address or by DHCP, PPPoE. It adopts the G.711,
G.726, G.729A or G.723.1 voice compression format to save the network bandwidth while
providing real-time and toll quality voice. In addition, in the event that the power supply fails or
Internet connection is lost, the gateway can automatically divert the FXS end to the PSTN
network on the FXO port so users can still use the conventional PSTN line to make calls. This
feature is especially useful while dialing emergency calls (i.e. 911).
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Hardware Description

2 ports gateway model: 2S/20/1S10

Front Panel
WAN, LAN indicators Voice ports indicators Status indicators
4 . 4
VolP Gateway eeo®o0 o @@ oo e © o

L4 L3 L2 L1 WAN P2 P1 Alarm  RUN  Power

. Power Indicator: Green light indicates a normal power supply.
. Run Indicator: Blinking green light indicates normal operation.

e Alarm Indicator: When the system starts up, the red light will blink. It also indicates the
gateway’s abnormal operation.

*  Voice ports indicators: Indicate connection and activity on the port 1 — 2.
*  WAN stands for the WAN Port Indicator.
e L1 - L4 stands for the LAN Port Indicator.

v" When starting up the system, the Alarm, Run, and Power indicators will light up. After about 40
seconds, the Alarm indicator will go off, the Run indicator will blink green, and the Power
indicator will stay green (under normal operating conditions). If the Alarm indicator continues
to blink, then the system is attempting to connect with your ISP and has yet to obtain an IP
address.

v Once the WAN is connected, the WAN indicator will light up green and, if data is being
transmitted over the Internet, the indicator blinks green and orange.

To restore factory default settings (IP address, User’s Name, Password):
(1) Disconnect the power plug.
(2) Press and hold the reset button.
(3) Reconnect the power plug while pressing down on the reset button.
(4) Release the reset button after 6 seconds. Factory settings will be restored.
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Model Description

2S: P1-P2 stand for Phonel-Phone2. Connect to your analog telephone.

20: P1-P2 stand for Linel-Line2. Connect to your original telephone line on the wall jack with
RJ-11 cable.

1S10 : P1 stand for Phonel and P2 stand for Linel. Phone port is connected to your analog telephone,
and Line port is connected to your original telephone line on the wall jack with RJ-11 cable. P21 will be
relayed to P2 for emergency calls before the power is connected or in the occasion of a power failure.

0 WARNING: DO NOT (1) connect the phone ports to each other (FXS to FXS) or (2) connect any
phone port directly to a PSTN line (FXS to PSTN) or to an internal PBX line (FXS to PBX
extension). Doing so may damage your VolIP gateway.

Rear Panel

2S Model (2 FXS ports)

RESET EXS ports 1.2 LAN ports 1 ~ 4
To reset the ports 1, (built-in Ethernet switch)
gateway (telephone connectors) Connect LAN hosts here
Or to restore Phone sets connection to share WAN connection.
factory settings norts IP sharing features enabled
8 * *
IR LT
O . TTTT TTTT L L L 1
DC+12V Reset P1 P2 WAN L1 L2 L3 L4
L 4 <*
POWER WAN port
Connects to the power Connects to broadband
adapter (comes with Networks such as ADSL,

the gateway) Cable Modem or Router
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20 Model (2 FXO ports)

RESET

To reset the
gateway
Or to restore
factory settings

FXO ports 1 ~ 2

(PSTN line connectors)
Connect to PSTN lines

LAN ports 1 ~ 4

(Built-in Ethernet switch)
Connect LAN hosts here
to share WAN connection.
IP sharing features enabled

. . o
RN N-,W
@ . TTTT TTTT |—L. _lJ |—I-. JJLL. JJLL. JJI"L _lJ
DC+12V Reset P2 WAN L1 L2 L3 L4
& <*
POWER WAN port

Connects to the power
adapter (comes with
the gateway)

1S10 Model (1 FXO and 1 FXS ports)

RESET

To reset the
gateway
Or to restore
factory settings

FXS port: 1
FXO port: 2

FXS connects to phone set;

FXO connect to PSTN line

Connects to broadband
Networks such as ADSL,
Cable Modem or Router

LAN ports 1 ~ 4

(built-in Ethernet switch)
Connect LAN hosts here
to share WAN connection.
IP sharing features enabled

' ’
R W
© o |t I N N
DC+12V  Reset P1 P2 WAN L1 L2 L3 L4
* <
POWER WAN port

Connect to the power
adapter (comes with
the gateway)

Connects to broadband
Networks such as ADSL,
Cable Modem or Router
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4 ports gateway model: 4S /40 /2520 /3S10

Front Panel
WAN, LAN indicators Voice ports indicators Status indicators
* * ¢
VoIP Gatewa
Y eeeoee@ @ ee oo e © o
L4 L3 L2 L1 WAN P4 P3 P2 P1 Alarm RUN Power

. Power Indicator: Green light indicates a normal power supply.
. Run Indicator: Blinking green light indicates normal operation.

e Alarm Indicator. When the system starts up, the red light will blink. It also indicates the
gateway’s abnormal operation.

*  Voice ports indicators: Indicate connection and activity on the port 1 — 4.
*  WAN stands for the WAN Port Indicator.
. L1 — L4 stands for the LAN Port Indicator.

v' When starting up the system, the Alarm, Run, and Power indicators will light up. After about 40
seconds, the Alarm indicator will go off, the Run indicator will blink green, and the Power
indicator will stay green (under normal operating conditions). If the Alarm indicator continues
to blink, then the system is attempting to connect with your ISP and has yet to obtain an IP
address.

v Once the WAN is connected, the WAN indicator will light up green and, if data is being
transmitted over the Internet, the indicator blinks green and orange.

To restore factory default settings (IP address, User’s Name, Password):
(1) Disconnect the power plug.
(2) Press and hold the reset button.
(3) Reconnect the power plug while pressing down on the reset button.
(4) Release the reset button after 6 seconds. Factory settings will be restored.
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Model Description

4S: P1-P4 stand for Phonel-Phone4. Connect to your analog telephone.

40: P1-P4 stand for Linel-Line4. Connect to your original telephone line on the wall jack with
RJ-11 cable.

2520: P1-P2 stand for Phonel-Phone2 and P3-P4 stand for Linel-Line2. Phone ports are connected
to your analog telephone, and Line ports are connected to your original telephone line on the wall jack
with RJ-11 cable. Each FXS is relayed to each FXO symmetrically before the power is connected or in
the occasion of a power failure.

3S10: P1-P3 stand for Phonel-Phone3 and P4 stand for Linel. Phone ports are connected to your
analog telephone, and Line port is connected to your original telephone line on the wall jack with RJ-11
cable. P1 will be relayed to P4 so that emergency calls can be made before the power is connected or
in the occasion of a power failure.

0 WARNING: DO NOT (1) connect the phone ports to each other (FXS to FXS) or (2) connect any
phone port directly to a PSTN line (FXS to PSTN) or to an internal PBX line (FXS to PBX
extension). Doing so may damage your VoIP gateway.

Rear Panel

4S Model (4 FXS ports)

RESET FXS ports 1 ~ 4 LAN ports1 ~ 4

To reset the (telephone connectors) (built-in Ethernet switch)

gateway or to Connects to phone sets Connect LAN hosts here
restore to share WAN connection.
factory settings IP sharing features enabled

. . .

f&fﬁf&f&

5 . [TIFTIE e

DC+12V Reset P1 P2 P3 P4 WAN L1 L2 L3 L4
* <*
POWER WAN port
Connects to the power Connects to broadband
adapter (comes with Networks such as ADSL,

the gateway) Cable Modem or Router
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40 Model (4 FXO ports)

RESET FXO ports1~4 LAN ports 1 ~ 4
To reset the (PSTN line connectors) (built-in Ethernet switch)
gateway Connects to PSTN lines Connect LAN hosts here

or to restore to share WAN connection.
factory settings IP sharing features enabled

X M *

d . LT O I

DC#12V Reset P1 P2 P3 P4 WAN L1 L2 L3 L4
< L 4
POWER WAN port
Connects to the power Connects to broadband
adapter (comes with Networks such as ADSL,
the gateway) Cable Modem or Router

2S20 Model (2 FXS and 2 FXO ports)

RESET FXS ports 1,2 LAN ports 1 ~ 4

To reset the built-in Ethernet switch

gateway FXO pOFtS 3’4 éonnect LAN hosts herg
Or to restore Ff)i()f Ct;)ttefsp?m? set to share WAN connection.
factory settings o ines IP sharing features enabled

. . .

5 (T Er T

TTTT TTTT
DC+12V Reset P1 P2 P3 P4 WAN L1 L2 L3 L4
* <*
POWER WAN port
Connects to the power Connects to broadband
adapter (comes with Networks such as ADSL,

the gateway) Cable Modem or Router
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3S10 Model (3 FXS and 1 FXO ports)

RESET FXSports:1,2,3 LAN ports 1 ~ 4
Ta t th . built-in Eth t switch

og;?:\(/avaye FXO pOFtS -4 ((:ourlmggzt LA?\:’ILZS?;V Ihgrg

Or to restore FXS to telephone set; to share WAN connection.

factory settings FXOto PSTN lines IP sharing features enabled

. . .

f&fﬁf&f&

5 . FTIFTI 5 e

DC+12V Reset P1 P2 P3 P4 WAN L1 L2 L3 L4
* *
POWER WAN port
Connects to the power Connects to broadband
adapter (comes with Networks such as ADSL,

the gateway) Cable Modem or Router
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8 ports gateways model: 85 /80 / 6520 / 4540

Front Panel
Voice ports indicators WAN, LAN indicators Status indicators
® ? .
VolP Gateway
600 o e
(<] @ @ @ @ @ @ (<] @ @ @ o ® (@) @ @
P8 P7 P6 P5 P4 P3 P2 P1 L4 LB L2 1 WAN Alarm  RUN Power

v

Power Indicator: Green light indicates a normal power supply.
Run Indicator: Blinking green light indicates normal operation.

Alarm Indicator: When the system starts up, the red light will blink. It also indicates the
gateway’s abnormal operation.

Voice ports indicators: Indicate connection and activity on the port 1 — 8.
WAN stands for the WAN Port Indicator.
L1 — L4 stands for the LAN Port Indicator.

When starting up the system, the Alarm, Run, and Power indicators will light up. After about 40
seconds, the Alarm indicator will go off, the Run indicator will blink green, and the Power
indicator will stay green (under normal operating conditions). If the Alarm indicator continues
to blink, then the system is attempting to connect with your ISP and has yet to obtain an IP
address.

Once the WAN is connected, the WAN indicator will light up green and, if data is being
transmitted over the Internet, the indicator blinks green and orange.

To restore factory default settings (IP address, User’s Name, Password):

(1) Disconnect the power plug.

(2) Press and hold the reset button.

(3) Reconnect the power plug while pressing down on the reset button.

(4) Release the reset button after 6 seconds. Factory settings will be restored.
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Model Description

8S: P1-P8 stand for Phonel-Phone8. Connect to your analog telephone.

80: P1-P8 stand for Linel-Line8. Connect to your original telephone line on the wall jack with

RJ-11 cable.

6S20: P1-P6 stand for Phonel-Phone6 and P7-P8 stand for Linel-Line2. Phone ports are connected
to your analog telephone, and Line ports are connected to your original telephone line on the wall jack
with RJ-11 cable. P1 will be relayed to P7, and P2 is relayed to P8 to reach PSTN before the power is

connected or in the occasion of a power failure.

4S40: P1-P4 stand for Phonel-Phone4 and P5-P8 stand for Line5-Line8. Phone ports are connected
to your analog telephone, and Line ports are connected to your original telephone line on the wall jack
with RJ-11 cable. Each FXS is relayed to each FXO symmetrically before the power is connected or in
the occasion of a power failure.

0 WARNING: DO NOT (1) connect the phone ports to each other (FXS to FXS) or (2) connect any
phone port directly to a PSTN line (FXS to PSTN) or to an internal PBX line (FXS to PBX
extension). Doing so may damage your VoIP gateway.

Rear Panel

8S Model (8 FXS ports)

RESET
To reset the
gateway
Or to restore
factory 3ettings

LAN ports 1 ~ 4

(built-in Ethernet switch)

Connect LAN hosts here
to share WAN connection.
IP sharing features enabled

FXS ports1~8

(telephone connectors)
Connects to phone sets

o

RESET WAN

P1

P2

P3

P4 P5 P6 P7 P8 GND DC12Vv

*
WAN port

Connects to broadband
Networks such as ADSL,
Cable Modem or Router

\ ¢
POWER
Connects to the power
Adapter (comes with
the gateway)
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80 Model (8 FXO ports)

LAN ports 1 ~ 4
RESET (built-in II:E)thernet switch)

To reset the Connect LAN hosts here

gateway to share WAN connection.
or to restore IP sharing features enabled
factory 8ett|ngs *

VOirP GATE\UAY

11

FXO ports 1 ~ 8

(PSTN line connectors)
Connects to PSTN lines

*

RESET  WAN L L4

Avlvevw

P1 P2

®
WAN port
Connects to broadband
Networks such as ADSL,
Cable Modem or Router

6S20 Model (6 FXS and 2 FXO ports)

RESET LAN ports 1 ~ 4

(built-in Ethernet switch)

To reset the Connect LAN hosts here

gateway to share WAN connection.
or to restore IP sharing features enabled
factory 3ett|ngs

P3 P4 P5 P6 P7 P8 GND DC12V

\ ¢
POWER
Connects to the power
adapter (comes with
the gateway)

FXSports1~6 FXO ports 7,8

(telephone connectors) (PSTN line connectors)
Connects to phone sets Connects to PSTN lines

o =

. JJ |-L _'Jl-'. _'Jl-'. _'Jl-'. _'J TTTT TTTT TTTT TTTT TTTT LILLLJ TTTT LILLLJ
RESET  WAN 11 2 13 L4 P1 P2 P3 P4 P5 P6 P7_P8  GND DC12v
* *
WAN port POWER

Connecst to broadband
Networks such as ADSL,
Cable Modem or Router

Connects to the power
adapter (comes with
the gateway)
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4S5S40 Model (4 FXS and 4 FXO ports)

RESET LAN ports 1 ~ 4
To reset the (built-in Ethernet switch) FXS ports 1~4 FXO ports 5~8
gateway Connect LAN hosts here (telephone connectors) (PSTN line connectors)
or to restore to share WAN connection. Connects to phone sets Connects to PSTN lines
factory settings IP sharing features enabled

. . . .

. B i ELICTICTI LT

RESET ~ waN L L4 P1 P2 P3 P4 P5 P6 P7 P8

. .

WAN port POWER
Connects to broadband Connects to the power
Networks such as ADSL, adapter (comes with

Cable Modem or Router the gateway)
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2. Installation and Applications

Network Interface

The network interface is divided into 4 basic modes as described below:
*  Gateway can be assigned with a Public IP Address
*  Gateway can be built under the existing NAT
*  Gateway can be assigned with a Public IP address and serves as an IP sharing router.
. Gateway can be assigned with a Public IP address and serves as a bridge

Gateway Assigned with a Public IP Address

The gateway will have a Public IP address for Internet connection regardless of whether it is a
static IP address, DHCP (using a Cable Modem), or PPPoE (Dialup / ADSL).

Need to be set up as static

Gateway IP Settings IP. DHCP, or PPPOE

NAT/STUN Settings Unnecessary (Disabled)
DDNS Settings Unnecessary (Disabled)
= WAN

Leased line / ADSL / Cable modem

Phone  phone L
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Gateway in a NAT network

The gateway uses a virtual IP address and the IP sharing function of other systems to connect
to the Internet.

Please avoid IP address 192.168.0.1-192.168.8.254 (You may need
LAN IP address of IP sharing |to change the settings of IP sharing or change SIP series Gateway
LAN Port IP address)

Set as static IP address, and assign the LAN IP address of the IP

CRMSIER 1P SEIngs sharing to the Default Gateway.

If the WAN of the IP sharing device has static IP address,
then the NAT IP address is set as the Public IP address of
the IP sharing.

NAT /STUN Settings Enable _ , _
If the WAN of the IP sharing device uses a dynamic IP

address, then it has to comply with the DDNS settings.
When suing NAT, you must enter the URL (Uniform
Resource Locator) that is registered to the DDNS server.

The WAN of the IP sharing

device has a static IP address. Disabled

DDNS Settings

The WAN of the IP sharing Enabled: enter the registered URL

device has a dynamic IP (Uniform Resource Locator) into
address. NAT / DDNS—NAT Public IP

Phoné\._ ph(;he g '

oS ~ = WAN '
— ;::’4— g’

Leased line / ADSL / Cable modem

|/ Firewall / NAT
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Gateway assigned with a Public IP Address and serving as an IP

sharing device

The gateway will have a Public IP address regardless of whether it is a static IP application,
DHCP (using a Cable Modem), or PPPOE (To connect to your ADSL account), which can then
use the functions of built-in IP sharing function to allow other PCs to be on-line at the same time.

Gateway IP Settings

Need to be set up as static IP, DHCP, or PPPoE

NAT/STUN Settings

Unnecessary (Disabled)

DDNS Settings

Unnecessary (Disabled)

For settings at PC end,/PC uses a static IP address ranging from: 192.168.8.1-192.168.8.253

please refer to
IP sharing functions

Subnet Mask : 255.255.255.0
Default Gateway : 192.168.8.254

Phone

_ ﬁ

VolP gateway serving as an IP sharing device

= WAN

ey

Leased line / ADSL / Cable modem
/ LAN
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Gateway assigned with a Public IP Address and serving as a
bridge

The gateway will have a Public IP address regardless of whether it is a static IP application,
DHCP (using a Cable Modem), or PPPOE (To connect to your ADSL account), which can then
use the functions of built-in Bridge function to allow a PC to be on-line at the same time.

Gateway IP Settings Need to be set up as static IP, DHCP, or PPPoE
NAT/STUN Settings Unnecessary (Disabled)
DDNS Settings Unnecessary (Disabled)

For settings at PC end PC uses the original IP address

Phone WaolP gateweay serving as a bridge device

— = WAN

------------------ - .

_— Leased line / ADSL / Cable modem
PBX / LAN

Phone s
pc e
pc =/
PC
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Telephone Interface Description

Example for 4S gateway:

4S gateway connecting directly to phone sets

After connecting telephone sets to P1-P4, users can make direct calls, (P1-P4 are FXS interfaces).
Each set acts as an independent extension line.

Integrating the 4S with PBX

P1-P4 is FXS interfaces, and some of them can be connected to telephone sets for direct calls.
Others can be connected to the PBX so other extension lines can make VolP calls.

PSTN
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Example for 40 gateway:

40 model connecting directly to the Telephone Line of a PSTN

P1-P4 is FXO interfaces and can all be connected to a PSTN to serve as a bridge between the
PSTN and other VolIP telephones. The system also allows a call to be made from a traditional
telephone line to connect with a user behind the gateway.

PSTN

Integrating the 40 with PBX

P1-P4 is FXO interfaces and can be connected with PBX extension lines (exclusively for analog
interface, not applicable for digital type).

3 PBX PSTN
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Example for 2520 gateway:

P1-P2 is FXS interfaces and can be directly connected to a telephone set for direct calls. P3-P4 is
FXO interfaces and can be connected to a PSTN to serve as a bridge between the PSTN and
other VoIP telephones. The system also allows a call to be made from a traditional telephone line

to connect with a gateway user.

PSTN

Integrating the 2520 with PBX

P1-P2 is FXS interfaces and can be connected to a PBX CO or an analog telephone; P3-P4 is
FXO interfaces and can be connected to a PSTN to act as a bridge between the PSTN and other
VolIP telephones. The system also allows a call to be made from a traditional telephone line to

connect with a gateway user.
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3. Setting the Gateway through IVR

VolIP transmits voice data (packets) via the Internet. One effect of this is that telecommunications
quality is closely related to the condition and status of the network environment. If any of the parties
involved in VolP communications has insufficient bandwidth or frequent packet loss, the
telecommunication quality will be poor. Therefore, excellent telecommunication can only happen
when the gateway is connected to the Internet and when the network environment is stable.

Preparation

* Install the gateway according to instructions. Connect the power supply, telephone set,
telephone cable, and network cable properly as described in Installation and
Applications.

* [f astatic IP is used, confirm the correct IP settings of the WAN Port (IP address, subnet
mask, and default gateway). Please contact your local Internet Service Provider (ISP) if
you have any questions.

* If using dialup ADSL (PPPoE) for network connection, confirm the dialup account number
and password.

e Ifyou intend to operate the gateway under a NAT, the gateway WAN port IP address and
LAN port should not use the same range in order to avoid phone failures.

The gateway provides two setting modes:

1. Telephone IVR Configuration Mode
2. Browser Configuration Mode

The IVR provides basic query and setting functions, while the browser provides a full setting
function.

IVR (Interactive Voice Response)

The gateway provides convenient IVR functions. Users only need to pick up a handset and enter
the function code for the query and setting without using a PC.

NOTE: After finishing the setup, make sure the new settings are saved. This will enable the new
settings to take effect after the gateway is restarted.
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Instructions

FXS Port: Connect FXS port to a telephone. To access IVR mode, you should enter factory
default code “** #” . If it requires password, enter ** password #”. Character to number
conversion information is provide in the PPPoE Character Conversion Table. After
entering the correct IVR password, you will hear an indication tone after which the gateway
is in IVR setup mode. Enter function codes to check or set the gateway configuration.
(Please refer to IVR Function Table for function codes).

Example: If your password is “1234", enter **1234# so that you are now in IVR setup mode.
Next enter a function code to check or configure the gateway. If your password is “admin”,
enter ***4144534954+#.

FXO Port: Use extension line to dial the phone number of FXO port. You will hear the
instruction “enter value”, enter factory default code ** # to access IVR mode. If it requires
password, enter ** password #. Character to number conversion information is provide in the
PPPoE Character Conversion Table. After entering the correct IVR password, you will
hear an indication tone after which the gateway is in IVR setup mode. Enter function codes
to check or set the gateway configuration.

Once the first setting or query has been completed, you will hear a dial tone. Use the same
procedure to make a second query or setting. To exit IVR mode, simply hang up the phone.

Example: enter **# (You are now in IVR mode)-> enter 101 (to query about the current IP
address) - the gateway responds with an IP address - you can continue with more
settings or queries: enter 111 (to set a new IP address) - enter 192*168*1*2 (new IP
address).

Save Settings

After completing all of your settings, dial 509 (Save Settings). Wait for about 3 seconds, you should
hear a confirmation tone “1.” You can now hang up the phone. Please reboot the gateway to
enable new settings.

To inquire about the current gateway’s WAN Port IP address

After completing all of your settings, dial 101. The gateway will repeat the current WAN Port IP
address. If the gateway does not repeat the IP address, this indicates that the gateway is not
currently connected to the Internet. Please check to be certain that the cable connection, account
number, and password are all correct.

Software Upgrade

IVR provides online upgrades. Once in IVR mode, enter “209” and you will hear “Enter Value*.
Enter your IP address followed by “#” (i.e.: 61*30*25*89#). You will hear a second “Enter Value"“.
Enter the Listen Port Number followed by “#” (i.e.:_69#).

NOTE: Please contact your service provider for software upgrade.
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IVR Functions Table:

Function o
Code Description Example / Notes
111/101 WAN Port IP address Set/Query i
Use function code 114 to select
112/102 WAN Port Subnet Mask Set/Query 1 for Static IP connection then
setup the IP address
113/103 WAN Port Default Gateway Set/Query
Current Network IP Access Set/Query (1: Static IP,
114/104 2.DHCP, 3.PPPOE)
118 Restart
311/301 LAN Port IP address Set/Query
312/302 LAN Port Subnet Mask Set/Query
131/132 Play/Record greeting message
133 Saving greeting message
217/207 Set/Query the gateway web configuration interface
port number
A static IP address for WAN Port
ina f defaul dd " , IP:192.168.1.2
109 Restoring factory default IP address configuration Subnet Mask : 255.255.255.0
Default Gateway : 192.168.1.254
409 Restoring factory default settings
509 Save settings
Setting IVR and the language used on the Web GUI
900 (1: English, 2: Traditional Chinese, 3: Simplified
Chinese)
209 Software Upgrade
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IP Configuration Settings of WAN Port

Static IP Settings

NOTE: Complete static IP settings should include a static IP (option 1 under 114), IP address (111),
Subnet Mask (112), and Default Gateway (113). Please contact your local Internet Service Provider (ISP)
if you have any questions.

Function Command

After entering IVR mode, dial 114.
After hearing “Enter value”, dial 1 (to select static IP)

Select a Static IP

After entering IVR mode, dial 111. After hearing “Enter value”, enter your
IP address Settings IP address, followed by “#”.
Example: If the IP address is 192.168.1.200, dial 192*168*1*200%#.

After entering IVR mode, dial 112. After hearing “Enter value”, enter your
Subnet Mask Settings | subnet mask, followed by “#".
Example: If the mask value is 255.255.255.0, dial 255*255*255*0#.

After entering IVR mode, dial 113. After hearing “Enter value”, enter your
default gateway'’s IP address, followed by “#".
Example: If the default gateway is 192.168.1.254, dial 192*168*1*254#.

Default Gateway
Settings

To save settings, dial 509 (Save Settings). The gateway will save the
current settings. After hearing “one”, dial 118 to restart the gateway. Wait
for about 40 seconds for the gateway to restart, and then enter 101 to
check whether or not the IP address is retained. If the IP address is not
repeated, this indicates that the gateway is not properly connected.
Please check to be certain that the cable connection, account, and
password are all correct.

Save Settings and
Restart

Dynamic IP (DHCP) Settings

e After entering IVR mode, dial 114.

o You will hear “Enter value”, Dial 2 to select DHCP.
. Dial 509 to save settings.

. Dial 118 to reboot the gateway.

e Wait for about 40 seconds for restart, and then enter 101 to check whether or not the IP
address is retained.
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ADSL PPPoE Settings

NOTE: Before setting PPPoE, you must have PPPoE account (121) and PPPoE password (122) provided
by your local Internet Service Provider (ISP).

Select a PPPoOE

e After entering IVR mode, dial 114.
o You will hear “Enter value”.
o Dial 3 to select PPPoOE.

Set PPPoOE account

e After entering IVR mode, dial 121.
*  You will hear “Enter value”.
. Enter account number and # (speed up dialing).

Example: If the account is “84943122 @ hinet.net”, please enter 080409040301 020271484954 45
6072544560+

NOTE: It is necessary to enter two digits for each character/number; for example, enter “01” for “1” and
13 11" for HA" i

PPPoE Password Setting

*  After entering IVR mode, dial 122.
*  You will hear “Enter value”.
. Enter password number and # (speed up dialing).

Example: If the password is “3ttixike”, please enter “03 60 60 49 64 49 51 45#".

Save Settings and Restart

. Dial 509 to save settings.
. Dial 118 to reboot the gateway.

e  Wait for about 40 seconds for restart, and then enter 101 to check whether or not the IP
address is retained. If the IP address is not repeated, this indicates that the gateway is not
been properly connected. Please check to be certain that the cable connection, account, or
password are all correct.

Record Greeting File

*  The gateway allows users to record their incoming call greeting messages when FXO
receives an incoming call.

e After entering IVR mode, dial 132. After hearing “Enter value”, start to record the incoming
call greeting message. Simply hang up the phone to end recording.

. After recording, to listen to the recorded message, press 131. Press 133 to save the
message.
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PPPoE Character Conversion Table

The table below provides a list of PPPoE conversion codes. The first column in each pair of
columns lists the number, letter or symbol that you want to enter. The second column in each pair
(“Input Key”) tells you what code to enter for the corresponding number, letter or symbol.

Number |Input Key Egtrtfrr CEsE Input Key Il:g'nlgrr Cese Input Key [Symbol |[Input Key
0 00 A 11 a 41 @ 71
1 01 B 12 b 42 - 72
2 02 C 13 c 43 ! 73
3 03 D 14 d 44 " 74
4 04 E 15 e 45 $ 75
5 05 F 16 f 46 % 76
6 06 G 17 g 47 & 77
7 07 H 18 h 48 ' 78
8 08 I 19 [ 49 ( 79
9 09 J 20 j 50 ) 80
K 21 k 51 + 81
L 22 I 52 , 82
M 23 m 53 - 83
N 24 n 54 / 84
O 25 0 55 : 85
P 26 p 56 ; 86
Q 27 q 57 < 87
R 28 r 58 = 88
S 29 S 59 > 89
T 30 t 60 ? 90
U 31 u 61 [ 91
Vv 32 v 62 \ 92
w 33 w 63 ] 93
X 34 X 64 A 94
Y 35 y 65 _ 95
z 36 z 66 { 96
| 97
} 98
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4. Setting a Gateway with WEB Browser

The VolP gateway allows users to configure its settings using a web interface (Web Ul). You can
access the Configuration Menu by opening a web-browser (e.g., Internet Explorer or Netscape
Navigator) and entering the factory default LAN IP address: 192.168.8.254. The IP address of the
Web Ul is same as the default LAN IP noted elsewhere in this user's manual.

You can also use an ordinary telephone, connect it to the gateway, and dial "101” to inquire about
the current WAN Port IP address and then use the WAN port to log-in.

Instructions

e Open a Web-Browser (e.g., Explorer, Navigator, Opera, Firefox).
. Enter the LAN port IP address. The default LAN port IP address is: 192.168.8.254.

*  The log-in screen below will appear after you connect. The factory default settings for Login
ID and Password are left blank (i.e., no login ID, no password).

. Change the default settings of Administrator’'s Name, Password and Web Ul Login ID,
Password in Advanced Options.

|Address |&] htip-#102.168 8 254/

GATE\UAY

Login 1D

eant

Fasswiord

e

Login |

The gateway does not allow multiple people to configure the gateway simultaneously. Please
remember to logout or restart the system if you are not using the web configuration function.
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VOirP GATE\UAY

Network Settings (WAN)

The network settings are used to set the gateway’s communication ports, and IP configurations,
etc.

Network Settings (WAN)

Current WAN IP Address

192.1681.2

Listen Port LIDP [1 - 65535 ]

ISEIEEI

RTF Starting Port LIDP [1 - 65500

IQEIEIEI

DHCR

Static IP &

IP address

IIQE.IEE.I.E

Subnet mask

IESS 2553550

Default Gateway P

|192.168.1.254

PPPoE

FPFPoOE Account

PPPoE Passward

I**********

Caonfirm Password

I**********

PPTP €

IF address

—

Subnet mask

—

FPPTF Server

—

FFTF ID

—

PFTF Password

I**********

Confirm Passwoard

I**********

BigPond Cahle O

Llzer Mame

—

BinFond Cahle Password

I**********

Caonfirm Password

I**********

Login Server

—

Diomain Hame Server Assignment

O auto ™ Manual

Ciomain Mame Server (Primanyd IF

|1I58.95.1.1

Domain Mame Senver (Secondand IP

. Current WAN IP Address: The IP address of the WAN port.

. Listen Port UDP: It is not necessary to change the protocol of the communication port
used by the gateway, unless it conflicts with ports used by another device in your

network.

27
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. RTP Starting Port UDP: The initial value of port number of transmitting voice data among
gateway(s). Each line requires 2 ports (RTP/RTCP). It is not necessary to change these,
unless it conflicts with ports used by another network device.

For example: If the starting port is 9000, then Line 1 is using 9000(RTP) and
9001(RTCP), and Line 2 is using 9002 and 9003, and so forth.

IP Configuration (Setting WAN Port)

There are five methods of obtaining a WAN port IP address:

DHCP, which means a Dynamic IP (Cable Modem)
Static IP

PPPOE (dial-up ADSL)

PPTP.

BigPond (for Australia only)

arwpdE

Methods for using DHCP and PPPoE for obtaining an IP address may vary. If you are not familiar
with creating a network connection, please contact your local ISP.

Setting Dynamic IP (DHCP)

Click DHCP to obtain a Dynamic IP address, and then click the Accept button at the bottom of the
screen.

Click System Operation to select Save Settings and Restart. Wait for a while (about 40 seconds),
and the system will obtain the related IP address from the DHCP Server.

DHCP

NOTE: After the system has obtained a new IP address, if you are using a WAN port to enter the Web
Configuration Screen, the new IP address has to be used. The system takes about 40 seconds to restart.
The same principle applies to the next two settings.

Setting Static IP

Select Static IP and enter the IP address, Subnet Mask and Default Gateway values. Then click
the Accept button at the bottom of the screen. Save the settings, and then restart the system.

IP address |[192.168.1.2

Static IP (* Subnet mask |255.255.255.D

Default Gateway 1P |192.1EE.1.254
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ADSL PPPoOE Settings

Select PPPoE and enter Account, Password and Re-enter Password to confirm. Then click the
Accept button at the bottom. Save the settings, and then restart the system.

PPFPoE Account

PPPGE ¥ PFFPoE Passward

Confirm Password

PPTP

Select PPTP and enter IP Address, Subnet mask, PPTP Server, PPTP ID and Password. Then
click the Accept button at the bottom. Save the settings, and then restart the system.

PPTP

IF address

—

Subnet mask

—

FPPTF Server

—

PPTF ID

—

FPTF Password

I**********

Confirm Passwaord

I**********

BigPond (for Australia use only)

Click BigPond Cable and enter User Name and Password. Login Server is optional. Click the
Accept button at the bottom. Save the settings, and then restart the system.

Llzer Mame

BinPond Cahle
FPassword

BigPaond Cahle

Confirm Password

Login Sener
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Domain Name Server

Domain Name Server (DNS): While a gateway is accessing another gateway or a computer with
hostname, it will look up the IP address from the DNS provided by your ISP. Normally, the ISP
assigns DNS information while negotiating with PPPoE or DHCP. If the DNS is not assigned
automatically or the WAN port is assigned a static IP address, the DNS settings must be assigned

manually.

Domain Mame Server Assignment | € agto ™ Manual

Domain Mame Server (Primand P |1 B63.959.1.1

Domain Mame Semver (Secondanyd P

Auto: The gateway learns primary and secondary addresses from the ISP’s DHCP server or
PPPOE server.

Manual . Enter the primary and secondary addresses manually. Please be sure that the
IP addresses are correct otherwise the gateway will not be able to access hosts using
hostnames instead of IPs.

WAN Link Speed

It is used to choose the WAN Ethernet link speed. The default is Auto.
Please choose the same speed with Router/Switch/Hub, if VolP gateway connected to
Router/Switch/Hub has the link problem.

WA Link Speed Iﬂutn 'I

Clone MAC

Some Internet Service Providers (ISPs) assign bandwidth via MAC (Media Access Control)
addresses. You can click the Clone button to copy in a MAC address which will be recognized by
your ISP. It is only necessary to fill in the field if it is required by your ISP.

The Your MAC Address field will be blank as you log-in via the WAN port.

Click Restore to disable this feature.

Factory Default MAC Address IDDDCEAI 13051 Restore |

Your MAC Address | 000550050012 Clone |

Current MAC Address ||
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Using Phone Book Manager

NOTE: This function is only available in Standard version. Please see Private Network if your gateway
is Dual Network version.

Enable Phone Book Manager Server | [ Clents List |

Share Phone Book to Clients | [T TTL (Expire time: mmins) [1 - B0 |1

Register to Fhone Book Manager | [~

Gateway Mame for Phone Book Manager |

Phone Book Manager Login Password | Canfirm Passwaord

:

Fhone Book Manager IRiDomain |192.168.1_1

Fhane Book Manager Server Listen Port 500

[1-65535]

Server Settings

Enable Phone Book Manager Server: This allows other gateway users to register the IP
address and telephone number in this Phone Book manager. It is recommended that the
unit appointed as the Phone Book Manager use static IP.

Share Phone Book to Clients: While this option is enabled and the gateway is performing
as a Phone Book Manager, the Phone Book Manager server will append its Phone Book
entries for other clients to lookup.

TTL (Expire time): If the gateway that is controlled by the Phone Book Manager does not

report back within the deadline set by TTL, the gateway will be excluded from the user’s
list. Each gateway should report to the Phone Book Manager once every 30 seconds.

Clients Settings

Register to Phone Book Manager: Register to the Phone Book Manager

Gateway Name for Phone Book Manager: The alias registered with the Phone Book
Manager.

Phone Book Manager Login Password: Enter the registered password. If this system is
serving as the Phone Book Manager, the set password is also the password used for
registering other gateway systems

Phone Book Manager IP/Domain: Enter the IP address of the Phone Book Manager. It
supports URL (Uniform Resource Locator).

Phone Book Manager Server Listen Port: The protocol communication port of
transmitting signals between the Phone Book Manager and other clients. Please confirm
whether the setting is the same as that of the Phone Book Manager.

NOTE: A gateway is able to be a server and a client at the same time.
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Network Settings (LAN)

LAN interface mode

@ Router " Bridge

Network Settings (LAN)

LAN IP § LAN default Gateway

|192.1EE.8.254

Subnet mask

|255.255.255.D

DHCP Server
Enable DHCP Server | [«
IP Pool Starting Address |[18216661 IP Pool Ending Address |[182.168.8.260 |
IP Fool Uses Other Default Gw | [T

IP Pool Default Gateway

|192.1EE.8.254

IP Pool Subnet mask

|255.255.255.EI

Lease Time [1 - 9999 hours]

—

Darmain Mame Server Assignment

= auto © Manual

Domain Mame Server (Primanyd IP

Domain Mame Server (Secondand [P

—

FPart of Weh Access from WAk [0=disahle, 1 - 655935]

Enable VWeh Ul

Enable Telnet Service

LAN interface mode

LAN interface mode

& Router € Bridge

. Router: The system serves as a router with NAT.

. Bridge: The system serves as a bridge between WAN port and LAN port without NAT.
(LAN default gateway will still be accessible for configuration).

Network Settings (LAN)

The gateway LAN Port IP and Subnet mask settings.

Example: if the LAN IP address of the Internet Sharing Device is 192.168.8.1, then the gateway’s

LAN IP address cannot be in the range between 192.168.8.1 ~ 192.168.8.254. You can set

192.168.99.254 for the LAN IP.

Hetwork Settings (LAN)

LAMN [P FLAM default Gateway |192.168.E.254

Suhinet mask |255.255.255_E|

NOTE: If the gateway is setup behind NAT. The gateway’s LAN IP address cannot be within the same
range as the Internet Sharing Device, otherwise it would be unable to make or receive calls.
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DHCP Settings

DHCP Server

Enable DHCP Server | W

IF Pool Staring Address |1 92 168.8.1 IF Fool Ending Address |1 92 168.8.250

IF Pool Uses Other Default Gw | [T

IP Pool Default Gateway |1 92168.8.254 IP Pool Subnet mask |255.255.255.D
Lease Time [1 - 9999 hours] |1

Domain Mame Server Assignment | & agto ©© Man

Domain Hame Semver (Primand |P I Domain Mame Senver (Secondand IP I

*  Enable DHCP Server: Enable or Disable DHCP server service of the gateway.
* |IP Pool Starting Address: The first IP address to be assigned to DHCP clients.
* IP Pool Ending Address: The last IP address to be assigned to DHCP clients.

* IP Pool Uses Other Default Gw: Tick the check box to give DHCP client the other default
gateway.

* |IP Pool Default Gateway: Assign the default gateway and subnet mask to DHCP client.
* IP Pool Subnet mask: Assign the default gateway and subnet mask to DHCP client.
* Lease Time: The valid period of an assigned IP address.

* Domain Name Server Assignment: The DNS information to be assigned to DHCP clients.
Auto: Assign DNS obtained from WAN port to the DHCP clients.
Manual: Manually assigns the DNS for DHCP clients.

Accessing Settings

Port afvweb Access from WAR [O=disahle, 1 - B5535] |EIII

Enable Weh LI | W

Enable Telnet Service | v

*  Port of Web Access from WAN: Http port for WAN. To change this setting, web
configuration must be accessed via the gateway’s LAN port.

. Enable Web Ul: Unclick the check box to disable WEB access from WAN or LAN while
necessary.

. Enable Telnet Service: Unclick the check box to disable Telnet access from WAN or LAN
while necessary.
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QoS Settings

QoS is that according to the actual bandwidth offered by Internet service, set the appropriate value
in WAN QoS filed. Reserve bandwidth is recommended to enable the gateway for other
transmission application.

WAN QoS

WAN QoS

Diwnstream Bandwidth IFuII *I

Upstream Bandwidth | [Ful | EB khps

[ QoS

ToS / DiffServ Settings

Signaling Precedence |3 (Flash) j

ToS IP Precedence

voice Data Precedence |[5 (CRITIC/ECP) x|

Sianaling Walue |25 pAssured Forwarding CGlass 3 - Low Drop Precedence, AF31) j

DiffSer (OSCF ©

Vaice Data Value | |46 (Expedited Forwarding, EF) ¥l

* QoS (Quality of Service): To set true bandwidth of your Internet connection to ensure
sound quality during transmission. (When this function is enabled, voice packets have the
highest priority to ensure telecommunication quality while less bandwidth is assigned for
data transmission.) Some models of the VolP gateway without this function will adjust
bandwidth automatically.

* ToS IP Precedence/DiffServ: Voice packets have the highest priority to ensure
telecommunication quality; the larger the value you set, the higher the priority.
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LAN QoS

Users can allocate bandwidth for various types of network traffic with each LAN port and apply the
LAN QoS control function on incoming and outgoing traffic flows, or both of them. The real
throughput of incoming rate is depended on downstream bandwidth of WAN QoS and that of
outgoing is depended on upstream bandwidth. Incoming and Outgoing flow can not exceed the
limit bandwidth rate of total throughput.

LAN QoS
Enable LAM Qo5 | [

Fort Priarity Flowe Contral Incaming Rate Limit Qutgoing Rate Limit
LAN Port 1 [Low =] r [Fur =] [Fur =]
LAN Part 2 [Low =] [ [Fu =] [Fu =]
LAN Port 3 [Low =] r [Fur =] [Fur =]
LAN Port 4 [Low =] r [Fur =] [Fur =]

*  Priority: The gateway can prioritize LAN ports. Data from HIGH priority port are delivered
prior to those from LOW priority port while they arrive at the same time.

. Flow Control: Enable or Disable Flow control.

* Incoming Rate Limit: Set the incoming (from WAN to LAN) rate limit of a specific LAN port
(can not exceed the real downstream bandwidth).

*  Outgoing Rate Limit: Set the outgoing (from LAN to WAN) rate limit of a specific LAN port
(can not exceed the real upstream bandwidth).
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NAT/DDNS

NAT Traversal

If the gateway is set up behind an Internet sharing device, you can select either the NAT or STUN
protocol.

NAT Traversal

MAT Public 1P [ MNAT IR/Domain

STUIM Server P J Damain
Enable STUM Client
STUN Server Por[1 ~65535] |34?s

Enable UPrP Contral Point

*  NAT Public IP: The IP address used by the gateway should be a private address.
Furthermore, users must set the Virtual Server Mapping in the Internet sharing device.
(For example, a virtual server is usually defined as a Service Port, and all requests to this
port will be redirected to this specified the server's private IP address).

The default port is listed below:

Listen Port (UDP): 5060
RTP Starting Port (UDP): 9000~ (Listen Port used for telephone communication).

Port of Web Access from WAN (TCP): The number you set in this option on the Network
Settings page.
*  NAT IP/Domain: Enter the NAT Server IP address (real public IP address of the Internet
sharing device); or enter a true URL (Uniform Resource Locator) when DDNS is used.
Please refer to DDNS for further information.
NOTE: If you are setting a public IP in this field, it has to be a public IP, otherwise VolP communication
may not be established properly.
*  Enable STUN Client: Using the STUN protocol prevents problems with setting the IP
sharing function, but some NATs do not support this protocol.
e STUN Server IP/Domain and Port: Enter the STUN server IP address and Listen Port
number.

*  Enable UPnP Control Point: This variable will enable the gateway’s IP traffic to pass
through an Internet sharing device. This function only works when the Internet sharing

device supports UPnP and has it enabled.

NOTE: The “Status = Current Status” page will show the status of UPnP.
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DDNS

These settings are only necessary when the gateway is set up behind an Internet sharing device
that uses a dynamic IP address and do not support DDNS.

The current system allows users to choose either DynDNS-TZ0O~3322.org~ PeanutHull or a private
server. You will need to apply for an account with Please apply for a user account with DynDNS -
TZO ~ 3322.0rg ~ PeanutHull or a private server before you type in the following information.

[T Register to DOME

" DynDNS DDNS Server Diefault |

Server Address |members.dyndns.urg

Hostname |dyndns.urg

Login ID ||

Fassword |*“‘*‘*"f“‘**

Caonfirm Password |

Behind MAT | T ves

Custarm | [T

* Register to DDNS: Tick the checkbox to enable DDNS function.

e  Server Address: The IP address or URL (Uniform Resource Locator) of the DDNS
Server.

* Hostname: The URL of the system (or NAT) — applied by a domain name registration
providers. (e.g. www.dyndns.org).

* Login ID and Password: The ID and password are used to log-in to the DDNS server.

*  Behind NAT: Tick the checkbox to enable this function only when the gateway is set up
behind a NAT device.

e Custom: Only for DynDNS. Tick the checkbox if you have a custom hosthame in
DynDNS.

NOTE: If the gateway is set up under NAT, then enter the hostname into the NAT IP/Domain that is the
same with Hostname of DDNS.

Example:

NAT

NAT Traversal

MAT Public IP W AT IP/Domain | jhostname.ddnsser.com

DDNS
¥ Registerto DDNS
% DynDNS DDNS Server Default |
Hostname | [hostname.ddnssery.com
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Caller ID

FXS Caller ID Generation | & Disahle © DOTMF FSK

FH0 Caller ID Detection | [ Detection Lewvel |III vI

FSK Caller ID Type | % gelicare © ETSI

Anonymous Caller 1D CLIRY | [T

CLIR At Transit In WiQ Caller 10| [T

FXS Caller ID Generation: Select this option to enable the caller ID display function on
FXS ports. When enabled, the caller's phone number will be displayed on your phone set
when the call comes through. FSK is preferred in some countries.

*  FXO Caller ID Detection: It is to detect Caller ID delivered from PSTN to the FXO port.
*  Detection Level: It is the gain volume that could be adjusted while detecting Caller ID.

NOTE: You have to enable “Wait for Caller ID before FXO / Trunk pick up” to ensure Caller ID is detected
correctly.

FSK Caller ID Type: Bellcore is preferred in North America and ETSI is in Europe.

*  Anonymous Caller ID (CLIR): When enabled, anyone receiving a call from you will not
display your number if the have caller ID.

NOTE: If you register the gateway to a Proxy and you check this options, you may be unable to make a
call. This is due to the fact that the VolP gateway doesn’t send the number for authorization.

. CLIP At Transit in W/O Caller ID: When disabled, if the FXO detects Caller ID in a call
from PSTN, the gateway will use the detected Caller ID as caller identification when it
makes transit in calls; if FXO cannot detect Caller ID in a call from PSTN, the gateway will
use “anonymous” as caller identification for transit in calls. When it enabled, the gateway
will always use “anonymous” as caller identification for transit in calls.
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Transit In Caller ID Strip / Replace

You can change the information of the calling party while making calls to Internet.

Transit In Caller ID Strip / Replace

Scan coded"?™ = single digit; "%" = wildcard) Suhstitude

*  Scan code: Defines the rule of the Caller IDs detected by FXO. It can be a prefix or a full
number.

*  Substitude: Defines the changed display info. of the calling party while making calls to
Internet by FXO.
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Telephony Settings

Prefix Number Rules

Prefizx Humber Bules

Trunk Dial Dut Verify |III1 00

Trunk Dial Dut Replace |19EIEEI1;19EI2EIEI

Trunk Dial Out Deny |[020

*  Trunk Dial Out Verify/ Trunk Dial Out Replace: Before FXO dials to PSTN, the gateway
will check (verify) the numbers in Trunk Dial Out Verify field and change (replace) them
with the numbers in Trunk Dial Out Replace filed.

Example:
If you transit out with 01907123456, the system will transmit to 190601 907123456. If you

transit out with_008621123456 the system will replace it with 190200 8621123456. The
maximum digit is 40.

e Trunk Dial Out Deny: The system will deny the call with the leading number filled in this
column.

Note: This rule only applies to one-stage dial.

Trunk Incaming Prompt Yoice | & Default Greeting © Custorn Greeting € Dial Tone

Custormn Greeting UplnadIElal:kupl Browse... I L||:|||:|a|:|| Eackupl Clear Greeting |

F¥0 Hunting YolP call in optian IEaIIer Indicate DiaI-EIut;| F+0 Hunting Default Dial-0ut |

FXO Line YolP call in option | | Caller Indicate DiakOut ~ |

*  Trunk Incoming Prompt Voice: Select the greeting (must use the IVR 132 function to
record a voice file). When FXO receives an inbound call (transit in).

*  Custom Greeting Upload / Backup

Browse...: Select the preferred voice file for upload.

Upload: Upload the voice file. The format must be G.723.1.

Backup: Download the voice file to your PC. It allows you to share custom voice file
among gateways.

Clear Greeting: Remove the voice file.

*  FXO Hunting VolIP call in option: To set FXO dial-out mode by using the default setting or
the indicated number to dial out when the VolIP call calls FXO hunting number.

Caller Indicate Dial-Out: When someone makes a call to this FXO port from Internet, it
will dial to PSTN with the number assigned in SIP packet.

Default Dial-Out: When someone makes a call to this FXO port from Internet, it will dial
to PSTN with the number filled in FXO Hunting Default Dial-Out field.
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FXO Hunting Default Dial-Out: To set FXO default dial-out number. This will take effect
as FXO Line VolIP call in option is set to Default Dial-Out. When someone makes a call to
this FXO port from Internet, it will dial to PSTN with that default number.

FXO Line VolIP call in option: To set FXO dial-out mode when the VolP call indicates the
FXO extension number.

Caller Indicate Dial-Out: When someone makes a call to this FXO port from Internet, it
will dial to PSTN with the number assigned in SIP packet.

Default Dial-Out: When someone makes a call to this FXO port from Internet, it will dial
to PSTN with the number filled in FXO Line Default Dial-Out field.

Line | Enahle | Type | Haot Line | Hat Line Ma. (Hﬂi?nme%r;?ay) Dial-0ut Prefix | FXO Line Default Dial-Out | FXS Group | Fax s Modem
[0- B0 5]

1| @ (s T [o M |[TasFa =]

2| W sl O [o M |[T3eFa 7]

30 @ (ol T ] [o | | [T38Fax 7]

4| @ |0l T [o | | [T38Fax =]

Enable: Tick the check box to enable a line. If some lines are not used, disable them
(Pause Function) to avoid unnecessary waiting when an incoming call is diverting to the
line.

Hotline Functions

FXS port: When the user picks up the phone, the gateway automatically dials assigned
hotline number. When in hotline mode, other phone numbers cannot be dialed.

FXO port: When receiving a call from an outside line, the gateway will divert the call to the
assigned hotline number.

Hot Line No.: Enter the hotline number for an automatic dialing function.

Warm Line: When the Warm Line function is in use, user can dial a number. Otherwise
the system will divert incoming calls from an outside line to the Hot Line Number after a
set wait time.

Example:

Assume the assigned hotline for the first FXO port is 701 and the Warm Line (Hot Line Delay)
is 5 seconds. If no extension number is dialed within 5 seconds, the call will be automatically
diverted to the assigned hotline (ext 701). The system allows users to record a voice prompt

(e.g.

“please enter an extension number or wait for the operator to connect you”) to use in this

situation.

Assume the assigned hotline for the second FXO port is 702 and the Warm Line is 0 second.
When the FXO port receives a call from an outside line, it will be automatically diverted to
extension 702.

Dial-out Prefix: It is the number dialed automatically by the system when the FXO
interface diverts a call to the PSTN by VolIP (2S/4S/8S do not support this function).

FXO Line Default Dial-Out; Default number that FXO will dial out when it receive an
incoming call from VolP.
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Example:

If PBX extension needs to dial “0” to make a PSTN call, and the FXO ports are connected to
PBX extension. In this case, the Dial-out prefix should be set to “0”. If the PBX requires some
delay time before capturing a line, then the trunk prefix should be set as “0,” so that after
dialing a 0, it will pause for 1 second before dialing the destination number. Each comma
represents a 1 second delay. If more delay time is required, simply add more commas.

NOTE: If a Dial-out prefix is set, the line won't be able to dial to any PBX extension line (FXS interface
does not have a trunk prefix function).

FXS Group: Tick the check box to select group hunting when there is an incoming call
and the gateway will automatically assign an unassigned call according to the Hunting
Priority. If Port 2 does not want to be set as an assigned line to receive any inbound calls,
the function can be disabled. Users can also use the Up or Down Key to adjust hunting
priority (No setting is required for the FXO interface).

FAX / Modem: Select the mode to detect if there is a fax tone and transfer the call to a fax
line.

Disable: Stop to detect fax tone automatically.

T.38 Fax: Use T.38 as the protocol for fax transmission. T.38 is used for better and faster
facsimile transmission. It is recommended to enable T.38 to gain better fax quality without
setting fax and voice parameter.

T.30 Fax: Use T.30 as the protocol for fax transmission. It will consume more network
resources and will affect transmission quality. The gateway is still able to change the
protocol from T.38 to T.30 if the called party uses T.38 for fax transmission.

T.30 Fax/Modem: Use it as the protocol for transmission of fax/modem over IP network.
T.30 Only: Only use T.30 as the protocol for fax transmission. The gateway won't accept
T.38 for fax transmission.
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Trunk Hunting Order ISequential vI
Enabile FEO § Trunk Extension Mumber Fick up Line by Dialing Extension Mumber | W

YWait far Caller ID before FX0f Trunk pick up

Transit in Busy Tone Limit [0 - B0 5]

?‘ﬂﬂ

Ring (Early Media) Time Limit [10 - 600 5]

600

Enable End of Digit Tone

YolP Call Qut Motification

Enable Built-in Call Hold Music

Farce Calling Thru PSTH Code

“ﬂﬂ‘l

Trunk Early Media Optian

|One Way Yoice j

Early Media Treatment

Loop Current Drop Trigger Time
[0=disahkle, 3 - 30 5]

Loop Current Drop Duration [1 - 5 5]

Enable ROH

A

Max. External Call

9949

e Trunk Hunting Order: To set FXO dial-out mode when there is an incoming call dialed
FXO representative or unassigned call.

First Idle: The gateway will assign each unassigned call from first FXO port.
Sequential: The gateway will automatically assign the first unassigned call to the first
FXO port. The second FXO port will dial the second unassigned call out. Each line be

used.

*  Enable FXO/Trunk Extension Number: Selects this function only when FXO is connected
to different PBX or PSTN, or under special circumstances. Users are free to call out from

a desired channel, if assigned. If you register to a Proxy it MUST be checked.

Description:

Assume a user at Port 1 of the gateway would like to assign Port 4 (FXO) to make a call and
Enable FXO/Trunk Extension Number is checked. The user can dial 704 22520199 to assign

Port 4 to dial out.

If Enable FXO/Trunk Extension Number is unchecked, the gateway will select a FXO line

automatically to call out. The user can dial 22520199 without adding FXO extension number

703 or 704.
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NOTE:

Pick up Line by Dialing Extension Number: Allows user to dial the extension number first,
after hearing the second dial tone, and dial a PSTN number. If you are registered to a
Proxy, it MUST be checked.

Wait for Caller ID before FXO / Trunk pick up: To detect caller ID from FXO port.

Transit in Busy Tone Limit: The duration gateway plays a busy tone before FXO hook-on.
It is to notify the caller from PSTN that this call is finished.

Ring (Early Media) Time Limit: The timeout to cancel a call when no one answers.

Enable End of Digit Tone : The gateway will play a “Beep-Beep” tone to notify that the call
is in progress.

VolIP Call Out Notification: The gateway will play a tone to notify that the call is via VolIP.

Enable Built-in Call Hold Music: The default setting is that when receiving a call hold
request, the gateway will play music on hold. Unclick the check box to disable this
function while necessary.

Force Calling Thru PSTN Code: Dial the code to get a PSTN line for dialing out.

Example: If you specify “*33 “and you would like to dial “23456789" via a PSTN, dial “*33
23456789".

Trunk Early Media Option: Early Media refers to media that is generated prior to
connection or answer of a call is established by the called user. It may be unidirectional or
bidirectional, and can be generated by the caller, the callee, or both. The gateway
supports three early media mechanisms. These mechanisms occur from the moment
“200 OK” being sent in response to an “INVITE” message. It can be Both Way Voice, One
Way Voice and Ring Back.

This function is active when PSTN Answer Detection is enable (Advanced Options\Line Setting).

Early Media Treatment: If this variable is disabled, the system will send RTP immediately
after a connection with a proxy is set up. The default setting is enabled, If communicating
with other gateways encounters problems, please disable this function.

Loop Current Drop Trigger Time: To set the trigger time for FXS drops loop current. A
setting of zero is to disable this function. It is used to avoid the line engaged if FXS is
connected to PBX.

Loop Current Drop Duration: To set the drop duration.

Enable ROH: The gateway will play Receiver Off-Hook tone to notify user of hanging up
the phone set if FXS is off-hook for 20 seconds.

Max. External Call: To control network voice quality according to bandwidth, defines the
maximum concurrent Internet call is allowed by the gateway.
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FXS Group Hunting/Ring Priority

FXS Group Hunting / Ring Priority
Hunting f Ring || Hunting | Sequential Ring Time [1 - 100 5] |5

1 [Line 1 =
2 [Line 2

*  Hunting/Ring: This variable is able to set FXS group hunting using simultaneous ring or
sequential ring.

*  Sequential Ring Time: Set the ring time of each port, when sequential ring is chosen.

*  Hunting Priority: This variable can be adjusted using the Up and Down arrows.
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SIP

EXS/ FXO Representative Number registers to Proxy:

Assuming that your registered ID and password are individual, the settings should be as above.

[ rrite
. . . LseriDf Canfirm
Line | Twpe Mumber Register |with 1D F . Password .
Account
Fxs
Representative |23425925 v |accnunt1 |*‘“‘*‘*‘m'** |*‘m*'“'“
mHumber
Fro
Fepresentative |1T4551B v |accnunt2 |*“‘*‘*"f“‘** |*‘“‘***‘“‘*‘*
mumber
1 F¥5 T Autul r - | Im Im

*  FXS Representative Number: Register all FXS ports as a hunting group.

*  FXO Representative Number: Register all FXO ports as a hunting group. All the grouped
FXO ports will be hunted automatically. It is available when you register FXO to Proxy.

*  Register: Tick the check box to register to Proxy if selected

* Invite with ID / Account: Tick the check box if SIP server requests authentication.

NOTE: Please ensure that if Proxy Server allows one account for many ports using before using
representative number to register.
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Each line reqgisters to Proxy independently:

Irvite
. . , UserID/ Caonfirm
Line | Twpe Mumber Register [with 1D f e FPassword T
Accolnt
F¥5
Representative ||23425926 r | — —
Murnber
FH0
Representative |[1746518 r | — R
Murmber
1| Fs | |70t e ¥ ||accountt — [
2 | F¥s | 702 ~ ¥ ||accountz —— —
3 | FXO | 703 ~ ¥ ||accounts —— —
4 | Fxo | |704 2 ¥ ||accounts — —

As there are various Proxy Server providers, according to RFC standard our company has
designed the gateway to be compatible with them. If any registration problem occurs, please
consult your Proxy Server Provider.

NOTE: When you register with a Proxy, dialing principles may vary with different Proxy Servers,
especially when dialing through a remote end FXO port. Please consult your Internet Telephony
Service Provider.

DNS SRV Settings

Lze DNE SRY | [T

DME SR Auto Prefis | [

Prowy Fallback Interval [0 - 10200 5] |18IIIEI

* Use DNS SRV: The gateway asks for the related IP address of SIP Server from the
records of DNS SRV. DNS SRV uses several servers for a single domain for SIP proxy,
to move services from host to host and design some hosts as primary servers (the
highest priority) for a service and others as backups. If the primary server is not
reachable, the gateway will go for backup server, and so forth...

* DNS SRV Auto Prefix: This option tells the gateway to send packet with service type
when using DNS SRV.

*  Proxy Fallback Interval: Set the preferred Proxy Fallback Interval. After the time expires,
the gateway gets back for registration with the primary server.

NOTE: Be sure that your Internet Telephony Service Provider supports DNS SRV. If you fail to make a
call, please contact your Internet Telephony Service Provider.
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SIP Proxy Server / Soft Switch Settings

[ Enable Support of SIF Proxy Server [ Soft Switch

¥ Enable SIP Proxy 1

Proxy Server [P f Damain |192.1EB.1.1 Prowxy Server Fort [1 - 655345] [ |9060

|

Froxy Server Realm | TTL (Registration interval) [10- Y200 5] ||600

SIP Damain | se Domain to Redister

" Enable SIP Proxy 2

i

Prowxy Server P T Damain |1 9216811 Prowxy Serer Fort [1 - 655345] [|5060
Froxy Server Realm | TTL (Registration interval) [10- Y200 5] ||600
SIP Damain | Lse Domain to Register| [0

YolP failure announcerment | [

Bind Proxy Interval for MAT

[0-180s] ID

Initial Unregister | 7]

Support Message Waiting r

Indication (Ml

mAl Subscribe Interval I—
[O=digahkle, 60 - 86400 5] 7200

Enable Support of SIP Proxy Server / Soft Switch: Tick the check box to enable the
functions to inter-work with Proxy Server / Soft Switch. When SIP Proxy 1 and 2 are
enabled, the gateway will register to SIP Proxy 2 after all lines have failed to register to
SIP Proxy 1.

NOTE: SIP Proxy 2 is a backup system.

Proxy Server IP/Domain: Enter the Proxy Server IP address or URL (Uniform Resource
Locator).

Proxy Server Port: Enter the Proxy Server listen port number. (The factory default value
is 5060).

Proxy Server Realm: This variable is used for gateway SIP account authentication in a
SIP server. In most cases, the gateway can automatically detect your Proxy Server realm.
You can leave this option black. However, if your Proxy Server requires you to use a
specific realm you can manually enter it here.

TTL (Registration interval): Enter the desired time interval at which the gateway will report
to your Proxy Server.

SIP Domain: Enter SIP Domain (URI) if required by Proxy Server.

Use Domain to Register: Tick the check box to make the gateway register with SIP
Domain; otherwise the gateway will register to a Proxy with the IP it resolves.
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*  VolIP failure announcement: As soon as VoIP call or the registration to proxy server is
failed, the gateway will drive IVR system to play out failure announcements for the caller.

*  Bind Proxy Interval for NAT: This function is able to keep the binding that exists when the
gateway is behind a NAT and Proxy Server is not able to keep the binding.

* Initial Unregister: During the gateway start up, it sends UNREGISTER packet first to
release the possible invalid binding on SIP Proxy server.

*  Support Message Waiting Indication (MWI): Tick on the check box to enable voice mail
function. The system will play a tone to remind user if there are messages in the voice
mail.

*  MWI Subscribe Interval: The subscribe interval is for the gateway check of the voice mail.

NOTE: If you fail to make a call, please contact your Internet Telephony Service Provider.

OutBound Proxy Settings

An outbound proxy server handles SIP call signaling as a standard Proxy Server would. Further, it
receives and transmits phone conversation traffic (media) between two communication parties.
This option tells the gateway to send and receive all SIP packets to the destined outbound proxy
server rather than the remote gateway. This might help VolP calls to pass through any NAT
protected network without additional settings or techniques.

NOTE: Please make sure your Internet Telephony Service Provider supports outbound proxy before
enable it.

CutBound Prosy Support | [

CutBound Proxy [P f Domain | CutBound Proxy Port [1 - 65534 |5IIIEIII

Session Timer (RFC 4028) Settings

Session Expiration [0=dizahle, 10- 1300] IIZI

Session Refresh Reguest | & UpDaTE 1 re-IMNVITE

Session Refresher | & Uas  © Uac

e Session Expiration: It is used to avoid billing for abnormally dropped calls due to Internet
problems. The default is disabled.

*  Session Refresh Request: Used to resend UPDATE or re-INVITE requests to the server.

*  Session Refresher: Selects which user agent is the session refresher. UAS (User Agent
Server) is an originator, and UAC (User Agent Client) is a replier.
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P-Asserted (RFC 3325) Settings

Enahle P-Asserted | [

id

Privacy Type

Enable P-Asserted: It is for caller ID protection.

Privacy Type: Privacy type is used to disguise the caller ID when queried via an
ITSP/Third-Party Assertion.

Other Settings

SIP Message Resend Timer Base [s5] [|0.8 |

Max. Response Time for lnvite [1 - 20] IE

<

[rite LIREL need ‘user=phong’

Reliahility of Provisional Responses

Compact Form

Hli=lis

SIP Callerld Obtaining | | Remate-Party-1d Display Mame x|

Support LIRI Percent-Encoding (RFC 3986)

A

Compare SIP To'Header for Transit Out | [T

SIP Message Resend Timer Base: This parameter let users define the base of timeout to
fit the real network. SIP packet will resend if response did not arrive in the base time set
in this column. It will send again at "base time" * 2, and send again at "base time" *2 *2.
The maximum resend time is four seconds. Resend will stop and restart when the total
resend time has reached 20 seconds.

Max. Response Time for Invite: If the destination does not reply in the set time, the call is
failed.

Invite URL need ‘user=phone’: There is ‘user=phone’ in invite packet.

Compact Form: It decreases the size of SIP header. Tick the check box to enable this
function.

Reliability of Provisional Responses: Defines a type of SIP responses that provide
information on the progress of request procession. Tick the check box to achieve
reliability for provisional responses.

SIP Callerld Obtaining: Defines from which part of the SIP packet will the gateway obtain
caller ID. There are several places where you can put your caller ID.

Remote-Party-Id Display Name: It is locate at SIP—Remote-Party-ID—Before [<sip:]
Remote-Party-ld User Name: It is locate at SIP — Remote-Party-ID — After [<sip:],
Before [@]

From-Header Display Name: The standard way is in SIP — Message Header — From
— SIP Display info.
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E.164

Support URI Percent-Encoding (RFC 3986): It follows RFC 3986 to encode/decode the
letters of the basic Latin alphabet, digits, and a few special characters.

Compare SIP 'To' Header for Transit Out: When FXO is called and the number of
Request line and “To” is different, FXO will use the number of “To” to dial out. Please
consult your Internet Telephony Service Provider about the format of invite packet from
Proxy.

This is optional. E.164 is to replace number that you dial out into [country code]+[area code] +
[destination number]. This is done automatically by VolP gateway without changing user dialing
habit. If your VSP accept only E.164 numbering rule in SIP invite. You will have to fill information in
the current VolP gateway according to the dialing habit. These information are, what will user dial
when he tries to make international call? What is the country code of the VolP gateway? What will
user dial when he wants to dial long distance call? What is the local area code? If all information
are filled, the dial out invite will be changed from [destination number] to [country code]+[area
code]+[destination number].

International Call Prefix Digit

Cauntry Code || (Other) =]

Long Distance Call Prefix Digit

I

Area Code

.

Ta Invite Prosy
E.164 Mumbering

Transform to Transit Out| [

EMLUIM Header Exception | (070

International Call Prefix Digit: Dial out prefix for international calls. These prefixes will be
scanned for further process if “E.164 Numbering” is enabled.

Country Code: Select the desired country code where the gateway is located.
Long Distance Call prefix Digit: It is used for making a long-distance call.
Area Code: Local area code where the gateway is located.

E.164 Numbering

To Invite Proxy: Invite Proxy to follow the E.164 rule.
Transform To Transit Out: The call from FXO to PSTN follows the E.164 rule. It applies
to one-stage dialing.

ENUM Header Exception: Do not change the prefix.

NOTE: All settings in this section are specific to your VoIP network. Please ask your Internet Telephony
Service Provider whether or not they require these settings.
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Example of To Invite Proxy:

International Call Prefix Digit: 00

Country Code: 1

Long Distance Call Prefix Digit: 0

Area Code: 567

ENUM Head Exception: 070

Phone Number Dialed By|The True Phone Number

The User Dialed By VoIP gateway il il
Exclude International Call Prefix Digit and
23456789 1567 23456789 Long Distance Call Prefix Digit.

Add Country Code(1) and Area Code(567).

0223 98765432

1223 98765432

Include Long Distance Call Prefix Digit.
Delete Long Distance Call Prefix Digit(0) and
add Country Code(1).

00 852 987654321

852 987654321

Include International Call Prefix Digit.
Delete International Call Prefix Digit(00).

070 12345678

070 12345678

Include ENUM Head Exception(070).
Do not change the number.

Example of Transform to Transit Out:

International Call Prefix Digit; 00

Country Code: 1

Long Distance Call Prefix Digit: 0

Area Code: 567

ENUM Head Exception: 070

Phone Number Dialed
To FXO From the
Remote End

The True Phone Number
Dialed By VoIP gateway
From FXO to PSTN

Description

1567 23456789

23456789

Include Country Code(1), Area Code(567).
Delete Country Code and Area Code.

1765 8527413

0765 8527413

Include Country Code(1l) and exclude Area
Code(567).

Delete Country Code(1) and add Long Distance
Call Prefix Digit(0).

852 987654321

00 852 987654321

Exclude Country Code.
Add International Call Prefix Digit(00).

070 12345678

070 12345678

Include ENUM Head Exception(070).
Do not change the number.
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Private Network

This section provides a SIP implement of traditional telephony services.
NOTE: This function is only available in Dual Network version.

Phone Book Manager Service

Phone Book Manager Service

Server Settings

Enable Fhone Book

e EET Sear b Eliens st
Share Phone Book to TTL {Expire time: mins) I—
Clients - [0-60] !
RTFP REelay Start Port
[ - 65600 ] IEEIEIEIEI Max Relay Count [0-100] Iﬁ
Client Settings
Fegister to Phone Book r YolP failure r
Manager announcerment

Gateway Mame for Phone I
Book Manager

Fhone Book Manager

Phaone Boaok Manager )
R |1 9216811 Sewer[lﬁtggsF'Scén] |1EQIII
Enahle Fhione Book . i
i ™ Behind Symmetric NAT | [
Password Settings
Phone Book Manager Iﬂm_,, i e aEEn Im

Login Password

Server Settings

. Enable Phone Book Manager Server: This allows other gateway users to register the IP
address and telephone number in this Phone Book manager. It is recommended that the
unit appointed as the Phone Book Manager use static IP.

*  Share Phone Book to Clients: While this option is enabled and the gateway is performing
as a Phone Book Manager, the Phone Book Manager server will append its Phone Book
entries for other clients to lookup.

e  TTL (Expire time): If the gateway that is controlled by the Phone Book Manager does not

report back within the deadline set by TTL, the gateway will be excluded from the user’s
list. Each gateway should report to the Phone Book Manager once every 30 seconds.
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Clients Settings

. Register to Phone Book Manager: Register to the Phone Book Manager

*  Gateway Name for Phone Book Manager: The alias registered with the Phone Book
Manager.

. Phone Book Manager Login Password: Enter the registered password. If this system is
serving as the Phone Book Manager, the set password is also the password used for
registering other gateway systems

. Phone Book Manager IP/Domain: Enter the IP address of the Phone Book Manager. It
supports URL (Uniform Resource Locator).

. Phone Book Manager Server Listen Port: The protocol communication port of
transmitting signals between the Phone Book Manager and other clients. Please confirm
whether the setting is the same as that of the Phone Book Manager.

NOTE: A gateway is able to be a server and a client at the same time.

Private Network Numbers

Private Network Numbers
Gatewray Mumber | (20382072
Line Type Mumber
1 F¥5 [
2 B a0z
3 FXS |an3
4 FXS |an4
5 FiE |ans
B FiE |aoa
7 Fxo |ao7
3 Fxo |ans

*  Gateway Number: Enter the representative number for registering to Phone Book
Manager.

NOTE: The gateway will not register to Phone Book Manager if the Gateway Number is blank.

J Number: The extension number for each line.
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Calling Features

This section provides a SIP implement of traditional telephony services.

. Do Mot " Call Call Call | Three-Way Calling f
Mo Al F il
Line | Type Disturh Unconditional Fanward | Busy Fonward 0 Answer Fopraar Hald | Transter [weatting Service |D
FxB r r
Representative (Il (0B [ A (A (IR
Mumber I I
Fxo r r
Representative (LA (0B [ A (A (IR
mumber I I
r r ™ aterp10- 6020 r
1 FHS Il | | | I_ Il - - |
r r
Z FriD Il | | N (0B [ A (A (i)

Do Not Disturb: Tick the check box to reject all incoming calls from VolP. Allow only to call
out.

Unconditional Forward: All incoming calls will be forwarded to the Forwarding Number
automatically. If it forwards to FXO, it only make FXO hook off, not make FXO dial out.

Busy Forward: Forward incoming calls to the Forwarding Number when the line is busy.

No Answer Forward: Forward incoming calls to the Forwarding Number after ring timeout
expires without answer.

Call Hold: Click the check box to enable the call hold on the specific FXS port.

NOTE: Call Hold must be checked; Call Transfer or Call Waiting is active.

Call Transfer: Click the check box to enable the call transfer feature on the specific FXS
port.

Call Waiting: Click the check box to enable the call-waiting feature on specific FXS port.

Three-Way Calling / Service ID: It is used for conference all and must work with Proxy
Server that supports Three-Way Calling service.

NOTE: The availability of the above features also depends on your VolP network. Please also check
with your Internet Telephony Service Provider on these services.
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Calling Feature Instructions:

Call Hold: The call will be put on hold after the FLASH button is pressed on the phone set.
The gateway will play hold music (provided by your VolP network) to the remote end.

Call Transfer: Call will be put on hold after FLASH button pressed on local phone set
(gateway plays on-hold music to the remote end). Meanwhile, local user can dial out to
another number after dial tone is observed. After the handset is replaced back on-hook,
the call on hold will then be transferred to the new call regardless of the status of the new
call. If wrong number is dialed for the new call, just press the FLASH button to get back
the call on hold. In another case, if the local user doesn't hang up the phone after the new
call is set up, press the FLASH button to switch between the first call and the new call.
Please be informed that the PBX between phone sets and the gateway must support
FLASH features in order to use this function. If a phone set is connecting directly to the
FXS port of the gateway and not functioning to FLASH, please adjust the settings
Advanced Options—Line Settings—Flash Time.

Example of a Three-Way calling:

Alex dials to Bob, Bob answers the call.

Alex presses Flash and calls to Coral (Bob is on hold), Coral answers that call.
Alex dials *61 and then presses Flash.

Thus the conference call is established.

Alex dials to Bob, Bob answers the call.

Coral dials to Alex (Call Waiting), presses Flash and talks to Coral.
Alex dials *61 and then presses Flash.

Thus the conference call is established.

OGN OoOR,ODE
=

Advanced Setting

The gateway provides advanced settings: Call Pickup and Automatic Redial.

NOTE: Automatic Redial is only used for the latest call (no two calls reserved for Automatic Redial). The
duration of Automatic Redial is set to 10 minutes. If the callee is still not available after 10 minutes,
gateway will not dial again.

Call Pickup: FXS lines can pick up each others calls. When one of FXS does not answer
a call. Another FXS can pick up the call with the function code *40#.

For Example: If Alice calls Bob (9901701) who does not answer. Carol can pick up the
call by dialing *40 9901701#.

Automatic Redial: The callee is initially busy when you call. Hang up the phone and then
pick up to dial *41# and then hang up. You are hearing a ring tone when the callee is
available. You are alerted and then pick up the phone to wait for the called party
answering.

Cancel the latest Automatic Redial: *42#.
Query the time to redial: *43#. You can query how long the gateway shall wait to redial.

Adjust the duration of waiting for Automatic Redial: *44#.
Method: Dial *44 + Expiry Time#

Query the duration of waiting for Automatic Redial: *45#.
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Advanced Options

Administrator's Hame

Administrator's Passwoaord |*“'*'*'*'“‘** Confirm Passwoard |’"’"""L""""""""’r
Web Ul Laogin D ||
Weh LI IVR Passward |*‘“‘*‘*‘m'** Canfirm Passward |“m'“*

Weh LI auto logoot [30 - 300 5] IEIZI

NOTE: There are two operating levels when entering the Web Ul. Logging-in as the Administrator
allows you to change all settings. A Web Ul user only has access to some settings.

*  Web Ul auto log out: If a user does not act within the effective time range when logging
into the web interface, the user will be disconnected from the web page to allow others to
log-in.

Dialvyait Timeout [1 - 60 =] |1 Inter Digits Timeout [1 - 60 5]

o [«
Minirmum OTME O® Length [40 - 500 ms] IBIZI Minirmum OTMF OFF Length [40 - 500 ms] IEIZI

CTMF Cetection Sensitivity | gessy ©1 €2 &3 O 4 O 5 (more

F¥i0 Dial Type IDTMF "I Fulse Dial MarkiSpace Ratio |US (61:39 %) j
Fr0 Impedance |Taiwan 600 Ohm j
FrS Impedance |Taiwan 600 Ohm j

" Enable Hook Flash Event

Enahle Out-of-Band OTMF [T | & RFC 2833 Payload Tﬁ;pel1 01 anumel 0dB 'I

" SIP Info

Use Second CPT after SIF registered | [T

Enable Mon-SIP Inhox Call | W

*  Dial Wait Timeout: It is to set the waiting time for the user’s first key pressing when dialing
a number. The user will hear busy tone if the first key is not pressed within the set time
frame.

* Inter Digits Timeout: It is to set the waiting time between each key press after the first digit
detected. This variable defines the timeout gateway should wait for later digits.

e Minimum DTMF ON Length / Minimum DTMF OFF Length: Set the ON and OFF length of
DTMF tone.

*  DTMF Detection Sensitivity: Adjust the sensitivity of the telephone keys.
*  FXO Dial Type: Choose dialing type of FXO. There are DTMF and Pulse.
e  Pulse Dial Mark/Space Ratio: Duration and break of pulse dial ration.

*  FXO/FXS Impedance: Choose correct impedance in your country/area.
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Enable Out-of-Band DTMF: Send DTMF keys (0~9, *, #), follow the RFC2833 rules or via
SIP Info.

Enable Hook Flash Event: According to RFC2833 or SIP info the gateway will deliver
Hook Flash signal to the remote party.

Payload Type : Payload type of RFC2833.

SIP Info: This is an alternative for DTMF event over IP. When enabled, DTMF is relayed
over SIP signaling path using SIP NOTIFY messages.

Uses Second CPT after SIP registered: This function is usually applied when the user
select VoIP as the primary path for outgoing calls. The gateway will generate a different
set of tones to inform the user that VolIP is in service. When VolP call is failed, the user
will hear the first set CPT instead of the second one. (for CPT settings, refer to
CPT/Cadence Settings)

Enable Non-SIP Inbox Call: Untick on the check box to disable Non-SIP inbox call if all
calls need to go through ITSP. Non

Line Settings

Line | Type | oo | Sheaing | Tone MFlanTims | ?23551550 me] PEQ;:?:; P newer PLSeH;tﬁl[qguuonF-F g}éﬁl
[50-950 ms] F¥0 [30-900 ms] |Reversal 20000 ms] Option 1

1| Fxs ([0 =] [ai]|[o =] [an | [5 =] [ ]| foo an|| [eon Al - v

2 |Fxs |0 =] o =] [5=] jan fBo0 r W

3 |Fxo |0 =] fo =] [5=] BOD I~ ||pisable =|| [4000

4 |Fxo o =] fo =] [5=] BOD I~ ||pisable =|| [4000

Listening Volume: Adjusts the hearing volume.
Speaking Volume: Adjusts the speaking volume.

Tone Volume: Adds a new option to make tone volume adjustable. This setting will be
applied to all tones generated by the gateway including Dial Tone, Busy Tone, and so on.

Flash Time:

FXS: Adjust the detecting period of flash signal from the phone set connected to the FXS
port. For example, if pressing the HOLD key will disconnect a call, increase the “Flash
Time” should fix this issue.

FXO: Set the time frame that FXO generates a FLASH signal.

Enable Polarity Reversal:

FXS: As the remote site answer this call or hook on the FXS port will reverse the
polarity.

EXO: This option forces the gateway to detect the reversal of polarity on FXO port as
the primary signal to drop a call. Some telephone switches or PBX reverse the line
polarity to inform the remote site to drop an ongoing call. Please consult with the
telephone service provider for availability of this feature.

PSTN Answer Detection: This is only used with ITSP. When someone makes a call to this
FXO port from Internet, it could identify if the remote party of PSTN port answer this call.
After it dials to PSTN, it will send “183” to another UAC/UAS. After the remote party of
PSTN port answers this call, it will send “2000k” to another UAC/UAS.



SIP Operation Manual vOoir cATE\UAY 59

*  PSTN Ring OFF Length: It is used to detect if the PSTN remoter party is on-hook through
the ring length from PSTN by FXO port. If the ring length form PSTN is larger than this
setting, it is going on-hook by FXO port, and it makes FXO not answering the call.

* FXS Chip Option 1: It is to avoid mis-detecting the loop state of a subscriber line or PBX
user loop by FXS interface. In some places, the voltage of off-hook makes it mis-detect
the idle state and the active state by FXS interface. Untick this variable if it mis-detects
the state by FXS interface in your place.

Codec Settings

Preferred Codec Type |G.T29 Bkbps j
Jitter Buffer [60 - 1200 170
ms]
Silence Detection [ Echo
Suppressian i Cancellation W
W G.711 u- M G.7231 V¥ 6.711 a
Codec : W 726 ¥ G720 '
lay IG.T23.1 6.3k TI lay
FPacket Interval {tms) 20|= n - 20 20|= 20|=
Approximate Bandwidth
Required (Kops) 5.5 |20 [53.5 |29.5 5.5

*  Preferred Codec Type: Since different voice codec have different compression ratios, the
sound quality and occupied bandwidths are also different. It is recommended to use the
default provided (G.723.1) because it occupies less bandwidth and will provide better
sound quality.

» Jitter Buffer: Adjust the jitter to receive a packet. If the jitter range is too wide, it will delay
voice transmission.

*  Silence Detection / Suppression: If one side of a connection is not speaking, the gateway
will stop sending voice data (package) to decrease bandwidth usage.

*  Echo Cancellation: Prevents poor telecommunication quality caused by echo
interference.

*  Codec: Choose the codec that you needs.

*  Packet Interval: Defines how long the gateway sends a RTP packet (voice packet) to the
remote end. The larger the value, the more voice delay.

*  Approximate Bandwidth Required: The bandwidth required varies with codec format and
packet time.
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Fax Settings

T.38 | ¥ Enable High Quality

Fax Codec || G.711 u-law Bdkbps ¥

T.30
FAx Jitter Buffer [60 - 1200 ms] ||200

NOTE: When a fax tone is detected in a call, the gateway will automatically switch from voice mode to
fax mode. So fax settings will be temporarily applied to a specific port which detects fax tones, instead
of its default voice settings.

* T.38: T.38 FAX relay function is the best choice fro reliable and efficient facsimile
transmission over network. It transmits and receives FAX waveform (relaying) over the
codec negotiated during call setup this bandwidth consumed is lowered. T.38 protocol
also supports redundancy to get better FAX quality.

*  Enable High Quality: To compensate possible loss of packet during transmission, this
function will send T.38 packet twice over network. It increases approximately double
bandwidth but offers good and reliable quality.

* T.30: T.30 provides another choice for FAX over IP without compression. It transmit FAX
signal as voice thus uncompressed G.711 would be the choice. (G.726 also works but not
recommended). Due to this nature, T.30 always requires a SDP change (change of codec
within a session, SIP Re-Invite required) after FAX tone detected by the callee. This is a
key even to identify if T.30 works in a new environment.

*  FAX Jitter Buffer: Adjusts the jitter to receive fax packets. If the jitter range is too large, it
will delay fax transmission.

NOTE: When you send fax over an IP network it needs your network to support fax over IP functionality
(either T.38 or T.30). Please consult your Internet Telephony Service Provider for this setting.

Drop Inactive Call

This is used as a standard to determine whether or not to hang up the phone. The gateway will
hang up the phone automatically to avoid keeping the line engaged if the detected volume is below
the Silence Detection Threshold and the exceeds the Drop Silent Call Timeout.

Silence Detection Threshald [0=dizable, 1 - 60 dB] |EI

Crop Silent Call Tirmeout [0=disakble, 1 - 3600 5] | (120

. Silence Detection Threshold: The volume below the threshold is used as a standard to
determine whether or not to hang up the phone.

e Drop Silent Call Timeout: If the detected volume is below the threshold and the time
exceeds the silence detection interval, the gateway will hang up the phone automatically
to avoid keeping the line engaged.

NOTE: Please be careful with these settings. Improper values might cause unexpected automatic
disconnection of a call. Default values are recommended.
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Voice Menu Options

Voice Menu Options

Enahble | [«

*  Voice Menu Options: Tick the check box to enable or disable IVR function.
NOTE: When disabled, call pickup, Automatic Redial and unattend transfer will be disabled.

61
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Digit Map

Digit Map now is combined the original feature of Digit Map and Speed Dial. You can use “?” or “%”
in the column of Scan Code, VolP Dial-out and PSTN Dial-out. “?” is a single digit, and “%” is

wildcard.

It provides a mapping between the number received from user and the replaced or

modified number for real dial out. With this function, user can easily add certain leading digits to
replace full number. There are 50 sets of leading digit entries to choose voice routing interface.

Alert if Auto fails | [T

Enable Found Key'# ' Function | [

Default Call Route || Auto (valP first) =]

Alert if Auto fails: Tick the check box to play a voice announcement before calling out. It
reminds user that this call is through PSTN.

Enable Pound Key ' # ' Function: It is to speed up the connection of a call by entering ' #
after a complete phone number is dialed.

Default Call Route: Defines the default call route of the gateway. If Default Call Route is
Deny, all numbers will not be accepted.

Auto (VolP first): The call route is VoIP first, and the next is PSTN.
VoIP: The call route is VoIP only.

PSTN: The call route is PSTN only.

Deny: The call will be denied.

Digit Map Testing

Digit Map Testing

TestDial Mo,

Fun

Fesult

Test Dial No.: You have to set some rules in Digit Map Setting first and enter the number
for test.

Result: The gateway will show the number for VolP Dial-out and PSTN Dial-out according
to the Digit Map Setting as below.

Digit Map Setting

# |Enable | ScanCode | VolP Dialout | PSTN Diakout [E"fdeirsgé?"al']egtgl Route

1 SRl [ | [0 | Auto (voIP first) =]
R | | [10 | Auto cvolP firsp =]
s o] | | [10 | Auto cvolP firsp =]
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*  Enable: Tick the check box to enable detection of this entry.

*  Scan Code: Defines the digits for the gateway to scan while user is dialing.

63

*  VolIP Dial-out: Defines the dialed number rule for the gateway to call through Internet.

*  PSTN Dial-out: Defines the dialed number rule for the gateway to call through PSTN.

* User Dial Length: Defines total number of digits that user dialed. A setting of zero tells the

gateway scans digits only and disregards the total digit count.

* Route: Determine the interface calls should go through if above conditions satisfied.

Methods of Digit Map:

Method 1- Single mapping: Fill a short code into the Scan Code column, and enter the desired

phone number into the VoIP Dial-out or PSTN Dial-out column.

Example - Single mapping,

Scan Code: 55

VolP Dial-out: 07021234567

User Dial Length: 2

Route: VolP
#|Enahle | Scan Code YaolP Dial-out PSTH Dial-out | LUser Dial Lenath Foute
1 ¥ |55 [o7021234587 || |2 [valp =]
2| | [ | [10 [auto (valP first =]
s o | [ | [10 [auto pvalP first 7]

Pick up the handset and dial 55 and the gateway will dial 07021234567. You also can use Digit
Map Testing to know that the gateway will dial 07021234567 and go through Internet.

Digit Map Testing

Test Dial No. | |55

Fun

Fesult

I#‘l o WaolP=07021234567
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Method 2- Multi mapping; Fill the prefix code into the Scan Code column and the format to
transfer into the VolP Dial-out or PSTN Dial-out column.

Example 1 - Multi mapping,

Scan Code: 2?7?77
PSTN Dial-out: 351006777
User Dial Length: 4

Route: PSTN
# |Enable| ScanCode | VolP Diakout | PSTN Diakout | oW 2elLendh Route
1] M fss [o7021234567 || |2 [valp =l
2| W |[2792 | |351008727 |4 [PsTN =
cH I | | [1o [ auto valP firsty =

Pick up the handset and dial 2301. the gateway will dial 351006301 and go through FXO. You
also can use Digit Map Testing to know that the gateway will dial 351006301 and go through
FXO.

Digit Map Testing

Test Dial No. |[2301 Run

Result  |[#2: PSTN=351006301

Example 2 - Multi mapping,

Scan Code: 0%

VolP Dial-out: 0%
PSTN Dial-out: 1805%
User Dial Length: 0

Route: Auto
# |Enable| ScanCode | VolP Diakout | PSTNDiakout | o 28 LEnIL Route
1| W |ss [o7021234567 ||| |2 [valP =l
2| W ||2792 | |351008777 |4 [PsTH =
3| M |fo% 0% [1805% o | Auto (voIP first) =]

Pick up the handset and dial 0423456789. the gateway will dial 0423456789 and go through
Internet first. If the call is fail to Internet, the gateway will dial 1805423456789 and go through
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FXO. You also can use Digit Map Testing to know that the gateway will dial 0423456789 to
Internet and 1805423456789 to FXO.

Digit Map Testing

Test Dial Ma.

[0423456759

Run

Result

|#3: YWolP=0423456785 PSTH=1505423456759

Method 3- Substitution; It helps you dial to destination that you can not dial by phone.

Destination like: test@1.1.1.1. Fill the number into the Scan Code column and enter the desired

name into the VolP Dial-out column.

Example,

Scan Code: 11
VolP Dial-out: test
User Dial Length: 2

Route: Auto
# |Enable| ScanCode | VolP Diakout | PSTN Diakout | o8 00 oI Route
U 2R [ [test | |2 | Auta ¢volP firsty =]
2| | | [10 [Auto ¢valF first) =]
3 0 I I I |1 a IALItD (volP first) =]

Pick up the handset and dial 11. The gateway will dial “test” and go through Internet. You also

can use Digit Map Testing to know the dialing result.

Digit Map Testing

TestDial Ma.

11

Fun

Fesult

[#1: WolP=test PSTH=11

NOTE: In the example of Method 3, the result also shows that the gateway will dial 11 and go through
FXO. That means the gateway will dial 11 to FXO if the call is fail to Internet. Please select the route is

VoIP in this rule if the route is only able to Internet.
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Phone Book

The gateway can set up and store 100 phone numbers into a phone book and provides an IP
address query when calling to other gateway(s). If no Phone Book manager is set within a gateway
group, then all gateways have to set up phone data for each gateway to communicate with each
others.

Phone Book 1-45 B-10
#|  GatewayName Gateway Number IP J Domain Narme Port
1] | | [5060
2| | | [5060
3| | | 5060

*  Gateway Name: Enter another gateway’s code or an easy-to-remember name. This
parameter is optional.

*  Gateway Number: Enter the desired number of another gateway.

* |P/Domain Name: Enter the IP address or URL (Uniform Resource Locator) of another
gateway.

*  Port: Enter another gateways’ listen port.

Caller Filter

This function is used at allow or deny SIP Invite from the Proxy list ONLY.

% 8] o

" Deny

Enable

Filter IP address

Subnet mask

-

-

-

. Allow: Defines the entries are allowed.

* Deny: Defines the entries are denied.

*  Filter IP address: Enter the start IP you would like to allow/deny.

*  Subnet mask: Enter the subnet mask you would like to allow/deny.
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CDR Settings

The user can set up a CDR Server to record call details for every phone call with TCP protocol. The
present CDR provides the call event such as HOOK ON, HOOK OFF, DIALED NUMBER,
DATE...recording in a text file and which can be imported to prepare an analysis report.

™ Send record to COR Server

CDR Server IP [ Domain

Fort[1 - 65535 ] IEEIEEI

Support RADILS

RADIUS Accounting Port [1 - B55345]{|15132

RADILIS Server Secret

RADILS Uger D

RADILS Password

UILER

* Send record to CDR Server: Tick the check box to enable the call detail recording.
* CDR Server IP: Enter the IP address of the CDR server.
*  Port: Enter the listen port of the CDR server.

*  Support RADIUS: Tick the checkbox to enable RADIUS as database and enter the
information of RADIUS needed. It includes RADIUS Accounting Port, RADIUS Server
Secret, RADIUS User ID and RADIUS Password.

Language

The system provides English, Traditional Chinese, and Simplified Chinese for displaying text on
web pages. Changing the language setting also changes the language for IVR (Interactive Voice
Response).

Web Ul / IR Language || English =l
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Transit Call Control

This is to control outgoing call and incoming call through FXO. Transit Call Control is effective
when it cooperates with Long-Distance Control Table. Long-Distance Exception Table is for an
exception and it will not be restricted by Transit Call Control and Long-Distance Control Table. You
have to enable both of Inbound/Outbound Call Control and PIN Code.

NOTE: Transit Call Control is active in one-stage dial.

Inbound Call Control | [ Cuthound Call Contral | [T

* Inbound Call Control: Check the inbound PIN code when users make phone calls from a
PSTN network to FXO and then using a VolP — only effective for incoming calls calling
from PSTN network.

. Outbound Call Control: Check the outbound PIN code when users utilize FXO interface to
divert to PSTN network — only effective for outgoing calls being diverted to PSTN
network.

#* P Code Enable Privileges
M [0=]
r |'3' 'I
r |'3' *I
*  PIN Code: Enter the PIN code (4-6 digits or leave blank. A blank indicates no PIN code is

required at this level. Generally, the PIN at level 5 can remain blank to simplify the phone
number.)

I

. Enable: Tick the check box to enable the PIN code at each level.

*  Privileges: The level is divided into 0~5 (The levels are in descending order; O stands for
the highest authority and 5 stands for the lowest.)

The dialing principle to PIN Code is below:

* inbound call control PIN code* outbound call control PID code* phone number

Using * to separate PIN code and the phone number is based on actual settings.
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Long-Distance Control Table

This table controls the level of authority of an outgoing (transit out) call that is dialed through FXO
and diverted to PSTN network, as below

# ] 1 2 3 4 ]

1 IEIZEI# T T T T T
A
s

Descriptions:

* Digit strings in this table are prefixes that the gateway will check on dialed humbers in
transit out calls.

e  This table is used to prohibit dialing any numbers started with specified prefixes.

* If Level O (the highest level) is set to prohibit dialing any number started with prefix 0204,
then any level below 0 (including Levels 1 to 5) is also prohibited.

* If Level 1 is set to prohibit dialing any number with prefix O, then any level below 1
(including Levels 2 to 5) is also prohibited. Since Level 0 is not restricted to any prefix,
therefore at level O users can dial a number with the prefix 0.

NOTE: Downward Restriction — If the users at a higher level cannot dial a number with a certain prefix,
then users at lowers level also cannot dial a number with the same prefix.

Long Distance Exception Table

This table handles any exceptions to the long-distance call table.

According to the Long Distance Control Table, users at Level O are prohibited from dialing a
number with the prefix 0204. But, if the number 020488988 is set in the Exception Table as above,
then users could then dial this number.

# ] 1 2 3 4 ]

1 IDZMBBQEE
2 I
3 I

NOTE: Upward Opening —If the users at a lower level can dial a number with a certain prefix, then the
users at higher levels can also dial a number with the same prefix.
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CPT/Cadence Settings

CPT/Cadence parameters serve as the basis of an FXO interface to determine whether or not a
PSTN-call receiving party has hung up the phone. If the following parameters differ from the
parameters of the actual assigned lines, it could cause the FXO to continue to engage a line.

Busy Tone Cadence Measurement

BTC Enable Busy Tone Cadence Measurement

T OM_T |T_OFF_1 | T_OM_2 | T_OFF_2 | Auto Learming
BTC#1 1] 1] 0 1] YES
BTC#*2 1] 1] 0 1] YES
BTC#*3 1] 1] 0 1] YES
BTC#*4 1] 1] 0 1] YES
BTC#45 0 o 0 0 Yes
BTC Detection Sensitivity | (essy © 1 2 3 & 4 5 (mare)

*  Busy Tone Cadence Measurement: Provide a solution of FXO integrated with PSTN or
PBX. FXO will learn the busy tone automatically.

BTC Detection Sensitivity: The more sensitivity, the more quickly the gateway will cut off
the call. If the gateway often cut off an un-finished call, select less sensitivity.

CPT parameters Table

The CPT has 3 sets of parameter tables. Please adjust the CPT based on local PSTN or PBX.

Moreover, users can use CPT Auto Detect to detect CPT parameters. Instructions are shown in the
following section. The method to detect CPT described as below.

#1 Enable Setting 1 Defaultl

Tone Type | . _-O% HIgh | 7 on_1 | T_oFF_1 | T_on_2 | T_OFF_2
reguency | Freguency

Dial Tone |[350 [440 |zo00  fo o o

COnaEsIon | [4so 620 250 250 [ o

Busy Tane | {480 520 |s00 |s00 o o

Ring-Back 440 [480 [1oo0 |[zooo o o




SIP Operation Manual vOoir cATE\UAY 71

UDT Detection

If the CPT auto detect function is not able to determine whether or not a PSTN-call receiving party
has hung up the phone, then the UDT detection function can serve as a back up. To do this, enter
the high/low frequency parameters from the CPT table into the UDP table.

Disable LUDT LIDT Setting #1 Disahle |# 2 Disable |# 3 Dizable |# 4 Disahle
) Lows Fregquency 1] 1] 1] I}
Congestion Tane S Busy Tone
High Frequency 1] 1] 1] I}

NOTE: To cope with different local PSTN and different PBX models, the gateway provides CPT Auto
Detect function to prevent the FXO from engaging a line. However, if the line of the receiving party is
engaged and his/her PSTN uses a voice prompt to replace the traditional beep sound, then the
gateway would not be able to detect a busy tone. Drop Inactive Call should then be used to determine

whether or not to end the call.

CPT Auto Detect

* 2 PSTN phone numbers or 2 PBX extension lines are needed.
*  Connect one of the phone sets to the FXO port (P3 or P4 of MODEL 2S20).

*  The line of Dial Number must be hook on. Set the outgoing phone number the same as
the phone line that is in use as above, and click the Accept button to start detection.

* If detection is successful, the parameters obtained will automatically be inserted into the
CPT parameter.

*  Save settings and restart the system.

Detailed description is given below:

Click CPT auto detect at the bottom of Trunk CPT Settings.

Llze CPT auto detect

If CPT auto detect is used, the function would halt every operation of the gateway. Select | am sure
of it, and then click the Accept button. Wait for 15 seconds, and then you will enter CPT auto detect

window.

Use CPT auto detect

This function would halt every operation of the Gateway
V1 am sure of it

Accept |
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Direct Connection to PSTN

36008913

%

} oy
36008914 ——2200)};
PSTN 8

CPT Auto Detect

i

Systerm Operation

Tane Detect Titme

I Dial Tone |9 [5-15 5]
¥ Congestion Tane |9 [5-15 5]
¥ Busy Tane |9 [5-15 5]

Detect Channel(- 4|3

Phone Number | 36008914

Dial Number |[36008913

Save detectwvalue to CPT group |2 vI

e Connect one of the trunk lines to the FXO Port (For MODEL 2S20, please
connect to P3).

*  The line of Dial Number (36008913) must be hook on.

*  Detect Channel: Enter 3 (The trunk line is connected to P3, and uses P3 for
outgoing detection).

*  Phone Number: Enter the number of the FXO line.

e Dial Number: Enter the number of the end to be tested—36008913.
*  CPT group: Enter the group that after testing to replace with.

. Finally, click the Accept button.
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Detection in Progress: during detection, the following windows will appear.

Current Operation

Detecting Dial Tone...

Current Operation

Detecting REeorder Tone. ..

Once detection of a busy tone is in progress, the gateway will dial the number to be tested (in this
case 36008913). After it rings pick up the phone and enter “#”, then hang up. The gateway will then
detect a busy tone automatically.

Current Operation

Detecting Busy Tone. ..
Pleaze hook-off after the extension ring up,
before hook-on.

[#]

After detecting it will be as below:

then press

Detect again Detection Yalue
Tane Low Freguency High Freguency T OM_1 | T_OFF_1 | T_OK_2 | T_OFF_2
Dial Tone 400 0 3000 0 0 0
Congestion 400 0 250 250 0 0
Tone
Busy Taone 400 1] 250 240 1] 1]
#2 Current Yalue
Taone Lowe Frequency | High Frequency | T_OR_1 | T_OFF_1 | T_OK_2 | T_OFF_2
Dial Tone 400 0 3000 0 0 0
Congestion Tone 400 1] 250 240 1] 1]
Busy Tane 400 0 260 240 1] 0

If wou sure ovenarite Current Value, please click Accept

Accept
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Connected to a PBX Extension Line

If the gateway is connected to a PBX extension line, then the busy tone of both the PBX and the
PSTN must be detected.

36008913 ’ ;

PSTN

CPT Auto Detect

Systerm Operation

Tane Detect Time

W Dial Tone |9 [5- 15 5]
¥ Congestion Tone |9 [5-15 5]

¥ Busy Tone |9 [5-15 5]
Detect Channel( - 4){[a

Phaone Murmber |301

Dial Mumber |[307

Save detectwvalue to CPT group |2 'I

. Connect one of the PBX extension lines to the FXO Port (For MODEL 2S20,
connect the line to P3).

*  Detect Channel: Enter 3 (The trunk line is connected to P3, and uses P3 for
outgoing detection).

. Phone Number: Set the number of FXO line —to detect Reorder Tone.

e Dial Number: Enter the number of the end to be tested—307.

e  Save detect value to CPT group: Enter the group that after testing to replace with.
. Finally, click the Accept button.
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Filling in the CPT Table

Fill in the table after the detection is completed as below, where the values are the frequency and
On-and-Off ratio detected. Please click the Accept button. If connecting gateway to a PBX
extension line, please do not set the detected busy tone of the PBX and the PSTN in the same set,
otherwise the value detected the first time will be overwritten.

Detect again Detection Yalue
Tane Low Freguency High Freguency T OM_1 | T_OFF_1 | T_OK_2 | T_OFF_2
Dial Tone 400 0 3000 0 0 0
Congestion 400 0 250 250 0 0
Tone
Busy Taone 400 1] 250 240 1] 1]
#2 Current Yalue
Taone Lowe Frequency | High Frequency | T_OR_1 | T_OFF_1 | T_OK_2 | T_OFF_2
Dial Tone 400 0 3000 0 0 0
Congestion Tone 400 1] 250 240 1] 1]
Busy Tane 400 0 260 240 1] 0

If wou sure ovenarite Current Value, please click Accept
Accept

Save Settings

Tick the check box to save the new parameters and restart the gateway after the test is completed.
Then click the Accept button. The gateway will use the new parameter to detect whether a call has
ended.

System Operation

Dietect again

[T Sawve Settings | Save all configurations.

Be sure to save all settings before restar.

[ Restart Restart the Gateway right away. All calls will be DROPPED when Restart.

Accept Feset | Eack |
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System Information

This page shows that the status of the gateway. There are Port Status, Server Registration Status,
WAN Port Information, LAN Port Information and Hardware.

System Information

Port Status
Mo |Type |Extension Mumber |Line Status | Calls |Dialed Mumber | Proxy Register  |UPRP on RTP
1 F¥s |71 Idle 1] Disahled
2 |F¥S |702 Idle 1] Disahled
3 FHo |03 Idle o Dizahled
4 F¥o |704 Idle i} Disahled

SIP Proxy Hunting Mumber Registration |FXS Disabled (02:40:07) , FXO Disabled (02:40:07)

Server Registration Status
DDMS Registration |Disabled (02:40:07)
Phone Book Manager Registration |Disabled {02:40:07)
STUN Registration | Disabled (02:40:07)
UPNP Megotistion | Disabled (02:40:07)

WAN Port Infoermation

Factory Default MAC Address |00 00 00 00 00 00
IP {192168.1.2
Subnet Mask | 265.265.2556.0
Default Gateway | 192.168.1.254
DNS |168.95.1.1

LAN Port Information

MAC Address |00 00 0000 00 01
IP 1921688254
Subnet Mask | 265.265.255.0

DHCP Server
Enabled |Yes
IF Pool Range |192.168.8.1 - 192.168.8.250
Lease Time |1 hour(s)
DME [ 168.95.1.1

o

T

Hardware

e Port Status: It includes if each port registers to Proxy successfully, the lasted dialed
number, how many calls each port had since the gateway is start, etc.

e Server Registration Status: It shows the registration status of DDNS, Phone Book
Manager, STUN and UPnP.

*  WAN Port Information: It shows IP address, subnet mask, default gateway and DNS
server. If you use PPPOE to obtain IP, you can know if the IP is obtained through this.

*  LAN Port Information: It shows LAN port IP, subnet mask, and the status of DHCP server.

*  Hardware: It shows the hardware platform.
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RTP Packet Summary

Display the information of the last completed call. This report contains peer IP, peer port, packet
sent, packet received and packet lost. Press Refresh button to get the latest RTP Packet Summary.

RTP Packet Summary
Line 1 G711 u-laww B4kbps | Packet Sent |0 Facket Received |0 Packet Lost| 0
The last packet's source P The last packet's source Port |0
Line 2 G011 u-lawe B4kbps | Packet Sent |0 Facket Received |0 Packet Lost| 0
The last packet's source IP The last packet's source Fort |0

REefresh |

STUN Inquiry

Use STUN Inquiry to detect your IP sharing device's NAT type and communication between a
STUN server and client.

MAT Type | Unknowwn

STUM Server IP F Damain

STUR Server Port[1 - 65535 ] |34?‘B

Ping Test

Use Ping to verify if a remote peer is reachable. Enter a remote IP address and click Test to ping
the remote host.

Fing Destination |

mumber of Ping [1 - 100] |4
Fing Packet Size [56 - 2600
bytes] [s6

Test | Stop |
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NTP

This section works with Time server to provide NTP time synchronization. The gateway will get its
local time from specific time servers after it connects to Internet.

NTP
Year hanth Cray Hour minute Second

catewsy  zooe (s [20 13 12 55
Time Zone ||+ >||8 |00 =]

# Time Server

1 |ntp.ucsd.edu

2 |ntp.univ—|ynn1.fr

3 |time.nuri.net

* Time Zone: Set the Time Zone where the gateway resides.

* Time Server #1~#3: Set the Time Server where the gateway should sync up during start
up. (via NTP protocol)

Backup/Restore
You can backup settings to a file on a PC and restore it back.

NOTE: You have to save settings and restart, and all settings will be restored.

Backup Configurations

Configuration File | Backup |
Configuration Template File | - Backup |

e Configuration File: Click Backup to backup all settings.

*  Configuration Template File: Click Backup the settings as a template file for editing.
(not for end user).

Restore Configurations

IC Lpload Configuration File I Browse. . |

" Restore Default Configurations

Restare I

* Restore Default Configurations: Restore the device back to the factory default settings.
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Provision Settings

This section sets parameters required by Auto Provisioning System. Typically, Provision Server is
used to provision, configure, manage and maintain subscribers and network users. This gateway,
acts as a part of subscribers, can be controlled by Provision Server. The gateway provides a
simply way for users to connect and send request to Provision Server by enabling this setting. With
this system, the Server can not only easily modify a configuration file to change gateway settings
but to assign latest firmware for specific gateways to upgrade. Besides, Provision Server also
reports the status of the gateway and all actions will be recorded in log file that offers users to
trouble shouting effectively.

NOTE: Fill in the parameters needed by the Provision Server from your service provider. Please check
with your service provider about the availability of these services.

Enahble Auto Provisioning | [

Frovision Server Address |

Port[1 - 65535 |1IZIlII|1
Packet Format |Pmpr:i3ta.~q.r vI

Connect Provision Server
During Start Lip W

Connect Provision Server 7 Auto Provision Interval [60 - IIDEDD Random Offset [1 - 1800
Periodically G04300 5] E]W
Provision Retry Times 10 ) B
[0=always, 1 - 85] [0- 58] | Retry Intereal [30 - 120 5] |

Suspend Service | [T

Binding Server for Trigaer | [

Binding Port [1 - 65535 ] |1E|1E|3
Binding Interval [1 - 655345 5] |1III

*  Enable Auto Provisioning: Tick the check box to start provisioning.

*  Provision Server Address: Enter the IP address/Domain of Provision Server required by
your provider.

*  Prot: Enter the port number of Provision Server used.
* Packet Format: Select the packet transmitting format required by provision server.

*  Connect Provision Server During Start Up: The gateway will connect to Provision Server
when it powers on or reboots.

*  Connect Provision Server Periodically: Adjust the parameters for the gateway to connect
to provision server periodically.

*  Auto Provision Interval/Random Offset: Adjust the parameters for the gateway to do auto
provision task.
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*  Provision Retry Times/Retry Interval: Adjust Retry times or interval.

*  Suspend Service: When it is clicked, indicating the server has stopped providing
provision and VolP call service. Each FXO/FXS port is not available to make any call.

NOTE: Contact your server provider while necessary.

* Binding Server for Trigger: Tick this check box to trigger of a connection between server
and gateway. Server will bind a port for the gateway to send provision request and tell the
gateway to upload syslog onto the assigned Syslog Server.

* Binding Port: The binding port number of the server is used to tell the gateway the path of
binding server.

* Binding Interval: Set the desired Interval at which the gateway will keep the binding.

System Operations

Some settings are effective only after Restart. Remember to save all settings using Save Settings
before you restart.

[T Save Settings Save all configurations.
Be sure to save all settings before restart.
[T Restar Restart the Gateway right away. All calls will be DROPPED when Restart.

*  Save Settings: Click the Save Settings check box and the Accept button after completing
changes. The new settings will take effect after the gateway is restarted.

* Restart: Click the Restart check box and click Accept button if it is necessary to restart the
gateway.
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Software Upgrade

The gateway provides a software upgrade function for a remote source. Please consult your
service provider for information about the following details.

To Save Current Settings, Save Seftings

Current Sofbiware Yersion Mo, [1.2.36.3-92-34]

Upgrade Server | % TFTP i FTP O HTTP

Semer P Address

Server Port[1 - 65535 IEEI

Llser Mame

Directony

|
Passward |
|

All calls will be DREOFPED during upgrade.

* Upgrade Server: Choose the server type given by your service provider.

e Server IP Address: Enter the software server IP address.

e Server Port: Enter the port of that the server uses. TFTP is 69, FTP is 21,and HTTP is 80.
*  User Name/ Password: The account information to access an FTP server.

e Directory: The directory path of the upgrade files for TFTP or FTP or HTTP.

Logout

The gateway only allows one user at a time to log-in, whenever a change is made, please save the
settings and restart the gateway, or logout to avoid a situation where other users cannot long-in to
change settings.

To save settings, click Here
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5. IP Sharing Functions

All gateway series have a built-in IP sharing function. The settings and instructions at a PC end are
described below:

Current Intranet only supports static IP mode, and the settings at the PC end are as follow:
Available IP address Range :192.168.8.1 — 192.168.8.253
(default address of gateway is 192.168.8.254)
Subnet Mask : 255.255.255.0
Default Gateway :192.168.8.254

The above values vary with different LAN Port Settings.
Assume gateway’s LAN settings are,

IP address :192.168.3.1

Subnet Mask : 255.255.255.0

Then, the settings at PC end should be as follows:

Valid IP address range :192.168.3.2 — 192.168.3.254
Subnet Mask : 255.255.255.0
Default Gateway :192.168.3.1

P3 P4 L1 L2 L3 L4

DC+12V Reset P1 P2 WA

WAN Port LAN Port connected to
Connected to  Intranet
Internet
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83
The IP settings on PC are as follows (using Windows 2000 for example)
Open Start->Settings->Control Panel
Open Network and Dial-up Connection
I=IE
File Edit Wiew Faworites Tools  Help -"f
QEack - .Q - lﬁ j"_\'l Search i Folders |'—'S k13 x n | 1r

&ddress I[} Cantral Panel

e

e

Accessibility  Add Hardware Add or Adminiskrative Date and Time Display
COpkions Remoy. .. Tools
Open Local Area Connection
*s, Network Connections =10 x|
File Edit ‘Wiew Fawvorites Tools Adwanced Help -.'f
L ! % . _j .l_| x -
@ Back d Lﬁ 7 Search i Folders | = k.13 n
Address & Network Connections

Internet Gateway

Internet Connection
Disabled
Inkernet Conmection

LANM or High-Speed Internet

ocal Area Connection

led

are Accelerated AMD PR, .

EE
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Click Properties

General I Supp-:nrtl
— Connection
Statuiz: Connected
Diuration; 00 3701
Speed: 1.0 Gbpz
Signal Strength:
— Activity -
Sent —— -q‘:q —— Received
Biytes: 40,226,273 I 532,145 626
Propertiez Dizable |
Cloze |

Select TCP/IP, and then click Properties.

-4 Local Area Connection Properties d |

General I.ﬁ.uthenticatiunl .-'l'-.dvanceu:ll

Connect using:

I B Mware Accelerated AMD PCH et Adapter

Thiz connection uzes the following items:

% Cliert for Microzoft Mebworks
@ File and Printer Sharing for Microsoft Webworks
SGDS Facket Scheduler

Intermet Protocol [TCRARP]

[natall... | [ rirztall Properties

Dezcription

Tranzmigzion Control Protocalf|nternet Protocal. The defaulk
wide area network protocol that provides communication
across diverze interconnected netwarks.

W Show icon in notification area when connected

k. Cancel
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Select “Use the following IP Address” and enter IP address, Subnet Mask, and Default Gateway.
Please note that an IP address in the same domain cannot be reused. Then, enter the DNS server
IP address (varies in different networks. consult your ISP’s service for information). Click the “OK”

button and after completing the settings, users can use both the VolP and network services
concurrently.

Internet Protocol (TCP/IP) Properties 7| x|

General

You can get IP settings azsigned autarnatically if your netwark, supparts
thiz capability, Othemwize, you need o agk your network. adminiztrator for
the appropriate |F zettings.

™ Obtain an P address autamatically

&+ Use the following |P address:

IF address: I 192 168 . 3 . &&
Subnet mask: I ZRh . 2RE 285 . 0
Default gatevay: | 192 166, 3 . 1

£ Obtain DNS server address automatizally

&+ Lse the following DMS server addresses:

Preferred DMS sermver: I 203.12 .1 .1

Alternate DMS server: I

Advanced. .. |
| k. I Cancel |
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6. Coding Principle

Instruction

* Dial the phone number which you want to call and press # to call out immediately, or wait

until the “Inter DTMF Timeout” expires (defined in Advanced Options\inter Digits
Timeout, default=4 seconds).

* If the phone number fits the setting of the Digit Map, the gateway dials out the phone
number through the assigned interface automatically.

e  The phone number should have at least 2 digits (not including * and #).

Dialed Number Processing Flow

To maintain maximum flexibility, the number dialed will be looked up in several tables defined by

the gateway. If no match is found, it will look up the number form the registered Proxy Server. The
number look up flow is shown below:

Digit Map Extension Phone Phone Book SIP
Table > Number < Book > Manager > Proxy

Example for Call Out via VolP — Contents of Invite

The phone book settings:

* Gateway MName Gatewvay Mumber IP rDomain Kame Port
1 | |88 |88.??.66.55 |SDED
2| | I [5o60

*  When dialing 88 or transferred to 88 with Digit Map, the gateway sends
INVITE sip:88@88.77.66.55:5060

*  When dialing 88123456 or transferred to 88123456 with Digit Map, the gateway sends
INVITE sip:123456@88.77.66.55:5060
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Example for Match phone numbers invited by callers

The table below is provided as a general reference expresses phone numbers dialed by the
gateway instead of real phone numbers that callers dial.

Match

Scheme

Description

The same as “FXS
Representative Number”

Ring FXS according to “FXS
Group Hunting / Ring
Priority” settings

The same as “FXO
Representative Number”

Off hook a FXO

It is not applied to registration with SIP Proxy

The same as “FXS
Representative Number
+ Extension Number”

Ring or off hook the
Extension

If Extension line is FXS, it should ring.
If Extension line is FXO, it should off hook
It is not applied to registration with SIP Proxy

The same as FXO
Extension Number

Off hook the FXO

A Prefix is the same as
“FXS Representative
Number +FXO Extension
Number”

Eliminate a Prefix and use
remaining digits to route
calls via FXO

FXS Representative Number is 2252 and
one of FXO Extension is 070123456

If callers dial 2252070123456 6371, the
gateway dial 6371 via FXO Extension

A Prefix is the same as
FXO Extension Number

Eliminate a Prefix and
use remaining digits to route
calls via FXO

One of FXO Extension is 070123456
If callers dial 070123456 6371, the gateway
dial 6371 via FXO Extension

Differ from FXS/FXO
numbers

Use these digits to route
calls via FXO

If callers dial 6371, the gateway dial 6371 via
one of FXO line




88

Dial the number
defined in Digit
Map table

VOoirP GATE\UAY

Start

v

Enter a phone
number (D#)

Is (D#)
defined in Digit
Map table?

Yes

No

Is (D#)
defined in Extension

Dial (D#) through
the first available
FXO port to PSTN

Yes

SIP Operation Manual

table?

No

Is (D#) defined

Yes

in Phone Book
table?

No

Is (D#) defined in Phone

Yes

Book Manager?

No

Is (D#) defined

Yes

in SIP server?

No

Does this
gateway has
anv FXO port?

Yes

No

\ 4

Dial out as defined
in the first match
case through the

gateway

End
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7. Advanced Feature

Static Route

Build static routes within an internal network. These routes will not apply to the Internet.

#* Foute Foute Mask Mext Hop [P Interface

d

*  Route: Enter the IP of the specified network.

*  Route Mask: Enter the subnet mask to be used for the specified network.
* Next Hop IP: The next hop IP address to the specified network.

* Interface: The interface attached to this route.

RIP (Routing Information Protocol)

Establish dynamic routes within an internal network. RIP1, RIP2, or Both are supported. These
routes will not apply to the Internet.

Enable RIF | [~

Send Yersion || 152 -

Receive Version || 1&2 -

Enable Authentication | [

Authentication Password |**********

Update Timer | |3

Bl

Tirneout Tirmer | (180

Garhage Timer [[120

*  Enable RIP: Enable or Disable dynamic routes on the gateway.

*  Send Version\ Receive Version: Defines the version used for RIP. They are RIPv1, RIPv2
and RIPv1&2.

*  Enable Authentication/Authentication Password: All the boxes in this RIP group should be
filled in the same password if ticked.
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Port filtering

Port filtering enables you to control all data that can be transmitted over routers. When the port
used at the source end is within the defined scope, it will be filtered without transmission.

Enahle Port Filtering | [

Enable Port Filtering: Tick the check box to enable this function.

FPaort Range TCRILUDRP Femark
F-F | [ |
F-F | [ ||
P F | e |

Port Range: Set the range of the port to be filtered. If, for example, the port to be filtered is
80 and the selected protocol is Both or TCP, all computers will be unable to use HTTP
services (port 80) and will be unable to browse normal web pages.

TCP/UDP: Choose to filter TCP, UDP, or Both.
Remark: Remark field, write comments for notations.

IP Filtering
IP Filtering is used to limit internal users from accessing the Internet.
Enahle IP Filteting | [
IP TCPIUDP | Remark
| [Botie] ||
| [Both = | |
| |Both »| | |

IP: Input the IP address that you want to filter. The listed IP address will be unable to
transmit data to and from the Internet.

TCP/UDP: Choose to filter TCP, UDP, or Both.
Remark: Remark filed, write comments for notations.
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MAC Filtering

MAC (Media Access Control) address filtering allows you to filter the transmission of data by
network card physical address.

Enahle MAC Filtering | [

MAC Remark

* MAC: Enter a MAC address to prevent the particular device from accessing the Internet.
* Remark: Remark field for this entry.

Virtual Server

Virtual Server allows you to enable users to access the Internet, FTP and other services from
behind your NAT. When remote users are accessing web or FTP servers through WAN-end IP
addresses, they will be routed to the server at the internal LAN end as appropriate in accordance
with externally required services.

Enahle virtual Server | [

Wak Port Range (TGRS LUDP|LAM Host IP Address | Server Port Ranoe Femark
PP |[eeR ] [ —
[ e [ —

*  WAN Port Range: Input the port rang for the WAN side.

. TCP/UDP: Select the communication protocols used by the server, TCP, UDP or Both.
*  LAN Host IP Address: Enter the IP address that provides various services.

*  Server Port Range: Input the port used by the LAN host.

DMZ

DMZ allows the server on the LAN site to be directly exposed to the Internet for accessing data.
Either this function or virtual server can be selected for use in accessing external services.

NOTE: Only one host in the LAN can be set as a DMZ host.

Enahble DMZ | [~

O Host IP Address
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URL Filter

URL filter is used to deny device on the LAN from accessing specific web sites. The gateway will
block any URL that contains the strings listed.

Enable | URL string pattern to be blocked IP Range
| [fo00  .[po00
| 000 .[po00
ol 000 _[p000

Special Applications

Provide multiple connections for special applications.

Enable|  Marme Incarning Type Incoming Port Range Trigger Type| Trigger Port Range
[~ |[MSN Gaming Zone | [BOTH | | [2300-2400,28800-25000 [TCF =] |[7ezs - [47624
™ |[Qvick Time [P =] |[fS70-6959 [TCP =] |52 -[554
~ |fcin [BOTH =] |[2000-2038,2050-2051,2069,2085,3010| [TCF =] |[2015 . [2018
I |[PCrto-Phone [TCP =] |[f2120,12122,24150-24220 [TCP =] |[iz053 . [12053
O e = | e = -F
= [ = || [ = | -p
O [ = || [ = |F -P
o [ 5 || M S| -P

* Name: The name of the special application.
* Incoming Type: The protocol used to trigger the special application.

* Incoming Port range: Port range on the WAN side that will be used to access the
application.

e Trigger Type: The protocol used to trigger the application.

*  Trigger Port Range: Port range used to trigger the application.
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DoS Prevention Settings

Enahle DoS Prevention | v

Enahle DoS Prevention on LAN | W

¥ gym |5D {Packets/Second) [50 - 500]

M FIn |5D (Packets/Second) [50 - 500]
VWhole Systerm Flood

™ uop IﬁE‘ {PacketsiSecond)

¥ 1cmP |5D {Packets/Second) [50 - 500]

¥ gym |3'3 {Packets/Second) [30 - 300]

¥ FIr IBD (Packets/Second) [20 - 300]

Per-Source P Flood

I~ uop |EB {PacketsiSecond)

MocMP |0 (PacketsiSecand) [20- 300]
TCR{UDF Port Scan | [T TCPfUDP Port Scan Level m

TCP Scan | [T
TCP 8%M with Data | [
TCP Land | [
UDF Echio Chargen | [
LIDP Bomb | [
LUDP Land | [
Fing of Death | v
ICMP Srmurf| W
IZMP Land |
IF Spoof| [T
Tear Drop | [

*  Enable DoS Prevention: To prevent DoS attacks from WAN.
*  Enable DoS Prevention on LAN: To prevent DoS attacks from LAN.

Source Blocking

Enable Source IP Blocking | [

Blocking Time [2 - 600 =] [[120

*  Enable Source IP Blocking: Block a particular IP.
*  Blocking Time: The time to block the IP.

93
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8. VPN IPSEC

Virtual Privet Network lets two networks communicate securely when the only connection between
them is over a third network which they do not trust (ex. Internet). For instance, two VPN enabled
devices can establish a secure IP tunnel over Internet that allows traffic from both local network to
communicate over this virtual dedicate line. IPSEC is one of the best technologies for building VPN
tunnels, it provides high level encryption and authentication services at the IP level of the network
protocol stack. Working at this level, IPSEC can be used in any public or private IP network to
protect any traffic between two tunneled LAN.

This VPN enabled VolP gateway can connect up to 8 IPSEC tunnels at the same time. Each of the
tunnel use different settings to connect different remote node. Two encryption algorithms are
supported, 3DES and AES. Authentication type can be MD5 or SHA, which is used for
authentication header and data checksum. The encryption and authentication type must be
correctly set up so that a tunnel can be built successfully.

To setup VPN tunnels and the VoIP Route, click VPN IPSEC from the menu.

IFSEC

VolP Eoute || Internet

Local Security Local Secunty Group Remote Security Eemote Security Group Remote Security
Lnigl Bible Ciroup Mask Crroup Iask Cratevrans

No
Na
Na
Na
Mo
No
No
Na

[T R Ve R A, TR (¥ S PO | S R T

[ Aceept ] [Reset] [ Defanlt ]

This is the main window of IPSEC VPN. On the top there is a pull down menu VoIP Route that
specifies the route VolP traffic should go through. By default VolP goes through Internet and this
should work in most cases. The “VolP Route” menu will include only VPN tunnels that is Enabled.

To set or view VPN tunnel parameters, tick Tunnel number link.
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IPSEC configurable parameters

VPN IPSEC -> Configuration

Enable IFSEC

Local Becurity Group

Local Security Group kMask
Femote Security Group
Eemote Security Gooup Mazk
Eemote Securtr Gatewsanr
Enciyption

Luthentication

Local ID

Eemote ID

Fre-shared Eey

Confinm Pagsword

Perfect Forward Secrecy
Eew Lifetime [0 - 36400 5]

[EAMKME Kew Lifetime [0 - 86400 z]

VOirP GATE\UAY 95

IPSEC Settings

[PSEC Tunnel 1 Nest

192.168.8.0

2552552550
192165890
2552552550
1111

IDEE s

MD5 s
local-doviain. comm

rernote-domain. com

Eey Management
sssssses
sssssses
86400
86400
Operation

[ Connect ][Dis::u:unmct]

[ Arcept ] [Res&t] [ Defanlt ]

* Enable IPSEC: Enable or disable this VPN tunnel.
*  Local Security Group: The IP segment of local LAN port.

*  Local Security Group Mask: The subnet mask of local LAN port.

*  Remote Security Group: The IP segment of remote VPN device LAN port.

* Remote Security Group Mask : The subnet mask of remote VPN device LAN port.
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*  Remote Security Gateway: The IP address or FQDN of remote VPN device.

*  Encryption: Tunnel data encryption.
. Authentication : Authentication header and checksum.

* Local ID (optional): ID field to be identified by remote VPN device (ie.
“@local-domain.com”).

* Remote ID (optional): ID field to authenticate remote VPN device (ie.
“@remote-domain.com”).

*  Pre-shared Key: Password for VPN connection.

*  Perfect Forward Secrecy: Key exchange which uses a long-term key (such as the shared
secret in IKE) and generates short-term keys as required.

* Key Lifetime: The next exchange key time.

* ISA/KMP Key Lifetime: The keying channel connection life time.

Three steps to setup a VPN connection between two VPN VoIP gateways

Make sure in Network Setting, the LAN segment is different from the remote LAN segment. A VPN
tunnel can not be built successfully if LAN segment of two VPN end points are the same or overlap. A
static IP address for the WAN port is also necessary.

This is a sample of gateway1:

Network Settings (LAN)
LANIP JLAN defanlt Gateway Subnet mask ||255 255.2550
DHCP Server
Enabl: DHCF Server
IF Pool Starting Address |[192.168.8.1 IF Pool Erding &ddress | |192.168.8.250
Lease Time [1 - 2930hous] |[1
Domain Name Server Assignment | (8 putg O Ianmal

Diomain Harne Server (Primary) [P Domain Marae Server (Secondary) IP

This is a sample of gateway?2:

Network Settings (LAN)
LANIP / LAN default Gateway Subnet mask | |255 2552550
DHCP Server
Enghle DHCP Server | [
IP Pool Starting Address IP Pool Ending &ddress
Lease Time [1 - 9995hors]
Diomain Harae Server &ssignruent Ao Ilanual

Diomain Harne Server (Primary) [P Domain Marae Server (Secondary) IP
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1. In both gateways you will need to enable IPSEC first, fill in gatewayl WAN IP address, gatewayl
LAN segment, gateway2 LAN segment, gateway2 WAN IP address, etc.

This is a sample of gatewayl.:

IPSEC Settings

IPREC Tunnel 1 Next
Enable IPEEC
Local Security Group || 19216880
Loocal Security Gooup Mazk || 255255 2550
Femote Security Gronp || 19216890
Eemote Securitr Group Mask || 2552552550
Femote Security Catewsay (| 1.1.1.1
Encryption || 3DES s
bSuthentication | MD5S s
Local IDY | |local-d omsdi. comm

Remote [D || remote-domadin. com

Eey Management
Pre-shared Eey | anenw
Confinn Pazsword || eeses
Perfect Forward Secrecy
Key Lifetime [0 - 86400 <] || 26400
[SAMEME Eev Lifetime [0 - 86400 5] || 56400
Operation

[ Connect ][Disa:u:ummct]

[ Aecept ] [Res:et] [ Diefanlt ]

In Local Security Group and Local Security Group Mask fields, put in your local LAN IP segment
information. Remote Security Group and Remote Security Group Mask are to set remote LAN IP
segment information. The Remote Security Gateway is the WAN IP address of remote VPN device
(in this case, gateway?). All other setting should set identical between VPN peers.
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This is a sample of gateway?2:

Enable IPEEC

Local Security Gronp

Local Security Group kask
Femote Security Group
Eemote Secuntyr Group bMask
Remote Security Gatewsanr
Encryption

Authentication

Local ID

Femote ID

Fre-shared Eey

Confinm Paspweond

Perfect Forward Secrecy
Kew Lifetime [0 - 86400 £]

[BAMEME Kex Lifetime [0 - 36400 =]

IPSEC Settings

IPSEC Tunnel 1 Nest

192.168.9.0

2552552550
192.1658.8.0
2552552550
22232

IDEE W

MD5S

reiun te-domsdi . corm

local-domatn. com

Eey Management
ssees
ssees
86400
86400
Operation

[ Connect ][Disa:u:ummct]

[ Accept ] [Res:et] [ Diefanlt ]

2. Save and restart both gateways then these two gateways should be connected with IPSEC VPN.

System Operation

Save Jettings Save current settings to the peomanent storage of Gateway.

Without see settings, all current settings would be lost when Gatewsayr is restart ,shuddown or the power iz cut off.

Festart Restart the Gateway right away,

Accept |
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Notice

These functions are only supported for the special hardware. The special hardware supports
VPN IPSEC function.

General

"IMPORTANT SAFETY INSTRUCTIONS - When using your telephone equipment, basic safety
precautions should always be followed to reduce the risk of fire, electric shock and injury to
persons, including the following:

-Do not use this product near water for example, near a bathtub, washbowl, and kitchen sink or
laundry tub, in a wet basement or near a swimming pool.

-Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a
remote risk of electric shock from lightning.

-Do not use the telephone to report a gas leak in the vicinity of the leak.

-Use only the power cord and batteries indicated in this manual. Do not dispose of batteries in a
fire. They may explode. Check with local codes for possible special disposal instructions.

SAVE THESE INSTRUCTIONS"

Telephone line cord

"CAUTION: To reduce the risk of fire, use only No. 26 AWG or larger UL Listed or CSA Certified
Telecommunication Line Cord"

END OF THIS DOCUMENT





